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The high-end
Instrument among
EMI test receivers.

The R&SESU 8/26/40

The new R&S®ESU 8/26/40 EMI test receivers not only
surpass the tried-and-true R&S®ESIB when it comes to
measurement speed. They are even up to a hundred times
faster, covering the full compliance range with models for
20 Hz to 8 GHz, 26.5 GHz, and 40 GHz. Thus, the R&S®ESU
test receivers also speed up return on investment.

And they set new standards in other areas as well:

1 Time-domain scan (FFT)

1 Preselection 20 Hz to 3.6 GHz; built-in preamplifier

1 Realtime IF analysis +/- 5 MHz

1 All EMI detectors including CISPR-AV and CISPR-RMS
1 Integrated R&S®FSU spectrum analyzer

1 Significantly enhanced reporting functions

1 State-of-the-art working environment with Windows XP
1 Compact design

www.rohde-schwarz.com/ad/esu
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The most ergonomic ESD guns on the market
without a base unit, designed to ensure the
highest level of comfort when testing, and provide
outstanding performance due to the high quality

design by the pioneers of EMC test equipment.

16 and 30 kV contact and air discharge models
Battery or mains operation
Mo base unit
Ergonomic design and operation (touch screen)
Modular
Meets all latest international standard requirements
Optical interface
Smart multi-function key

take pride in being one of the leading manufacturers of conducted immunity

hat are flexible enough to be used in many applications
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— Get equipped with leading edge EM tech-
nology. CST’s tools enable you to characterize,
design and optimize electromagnetic devices
all before going into the lab or measurement
chamber. This can help save substantial costs
especially for new or cutting edge products,
and also reduce design risk and improve
overall performance and profitability.

Involved in emc/emi analysis? You can read
about how CST technology is used for EMC/
EMI analysis at www.cst.com/emc. If you're
more interested in microwave components or
signal integrity analysis, we've a wide range
of worked application examples live on our
website at www.cst.com/apps.

Make an impact

Unleash the power of CST STUDIO SUITE®,
the No. 1technology for electromagnetic simulation.

Now even more choice for EMC/EMI simula-
tion. The extensive range of tools integrated
in CST STUDIO SUITE enables numerous
applications to be analyzed without leaving
the familiar CST design environment. This
complete enables

technology approach

unprecedented simulation reliability and

additional security through cross verification.

—> Grab the latest in simulation technology.
Choose the accuracy and speed offered by CST
STUDIO SUITE.

CST




News

PLT-Interference Range Contest

The EMC Industry Association announces a
contest to identify the interference range of
Power Line Telecommunications - otherwise
known as PLC or BPL.

Competitors may be individuals or groups.
They must demonstrate the presence of
interference from a PLT installation — which
might for example, comprise Comtrend or
BTVision or Belkin Power Line Adaptors —
at the greatest possible distance.

Two prizes of VR120 wide-band hand-held
Scanner Receivers, kindly donated by Yaesu
(UK) Ltd. are to be won;-

The “LDX” prize will go to the entry
that, in the opinion of the organisers, best
combines distance with technical
excellence and credibility to Standards
and Regulatory bodies.

The“MTY” —most typical - prize will
be awarded to the entrant whose detection
distanceisclosest to the average distance
claimed by al entrants. The organisers

hope that this award will encourage
everyone concerned to enter.

For details of the rules and how to enter go
to http://www.emcia.or g/news.aspx

For technical support and in-depth
information about PLT go to http://
www.theemcjour nal .com/

Entries must be received by Monday 6th
September 2010.

The contest is staged against a background
of regulatory inertia that has resulted in the
unfettered sale of hundreds of thousands of
PLT devices that do not conform to the
recognised international EMC standards or
regulatory requirements. These cause serious
— but sometimes difficult to identify —
interference to short wave broadcast and
point-to-point radio services. The problem
has been brought into even sharper focus by
the launch of the Belkin Gigabit PLA whose
interference emissions extend into the VHF
frequencies used by FM, DAB and mobile
services.

AR RF/Microwave I nstrumentation Receives
| SO 9001: 2008 Certification

1SO 9001:2008
Certified

AR RF/Microwave Instrumentation has
passed the rigorous standards for quality
management systems to earn recertification
to the newest | SO standard, 1SO 9001:2008.

Maintained by 1SO, the International
Organization for Standardization, and
administered by accreditation and
certification bodies, 1SO 9001 is by far the

world's most established quality framework
for companies of all kinds and sizes. It is
currently being used by over 3/4 million
organizationsin 161 countries. It setsaglobal
standard not only for quality management
systems, but for management systems in
general.

Having earned this latest recertification, AR
has again demonstrated its commitment to
continuous improvement and to bringing out
the best in every facet of its operations.
www.ar-wor ldwide.com

Cheryl Watson appointed
Managing Director at KEC

David Dyston hands over to Cheryl Watson
Cheryl Watson took over the position of
managing director at KEC, the Aldermaston-
based EMC specialist, on April 17th when
founding managing director, David Dyson,
became chairman.

Sincejoining Kern Electrical Componentsin
1980 Cheryl Watson has served in a number
of capacities including PA, sales and office
manager. She was appointed as administra-
tion director when KEC became a totally
British owned, independent company in
1991.

David Dyson said of his successor: “Cheryl
has long experience in all aspects of KEC
business and over the past few yearswe have
worked together on expanding the scope of
the company from an EMC component
manufacturer to one that is involved in the
design and implementation of total EMC
interconnect solutions.”

Cheryl Watson said of her appointment: “I
am looking forward to the new challenge. |
have been closely involved in recent projects
such as the Knowledge Transfer Partnership
(KTP) between KEC and the University of
Reading that will establish at KEC an EMC
interconnect design and test facility based on
computer simulated EM C test techniques. By
following theseand similar initiativeswe plan
to strengthen our position as a total EMC
interconnect solution company.”
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News and | nformation

Rohde & Schwarz and Benetel present femtocell test and
measur ement solutions ranging from development to production

Rohde & Schwarz and Benetel Ltd.
cooperate to supply comprehensive test and
measurement solutions for Femtocell Access
Points (FAP) from product development
through pilot production to mass production.
The relationship leverages test and
measurement equipment from
Rohde & Schwarz with experience from
Benetel in test software and custom solutions.
The BTS-114RS production test systemisthe
first femtocell test system to utilize parallel
RF testing to reduce the cost of test (COT).
The design and verification system, FAST,
helps shorten product development time
during the R& D phase.

The BTS-114RS is a flexible hardware and
software platform that implements a scalable
solution capable of cost effectivetesting from
pilot production through to volume
production. It is the first FAP test system to
apply throughput optimized parallel testing
to volume manufacturing and has been
successfully integrated into FAP production
lines. Parallel automated highly isolated test
fixtures allow over-the-air (OTA) testing of
the Units Under Test (UUT). The system has
a compact design to minimize floor space
requirements. Other features include: Auto
calibration, remote log-in capability, and a
database with tools for analyzing production
data. The platform can be configured to
provide boundary scan, functional testing, RF
calibration, RF test, and application code
download; all of which is followed by fina
functional test. For the manufacturing test
solution, Benetel hastest profilesfor UMTS,
CDMA2000®, GSM and GPS available
today, with LTE and WiMAX™ planned for
later in 2010.

The BTS-114RS utilizes the R&S
SMBV 100A vector signal generator and the
R& SFSV signal and spectrum analyzer. Both

units meet the requirements for volume
production for accuracy and for speed .The
multiple standards supported by the Rohde
& Schwarz platformsmakeit possibleto offer
thewide range of standardsfor femtocell test
provided by the BTS-114RS. The versatile
and accurate R& S NRP-Z11 power sensors
are used for TX testing.

Benetel's design verification system, FAST,
also benefits from the cooperation. It helps
femtocell developers shorten product
development time by automating device
verification. Test times can be reduced by up
to 80% compared to manual testing. This has
the benefit of allowing moretimefor rigorous
stress testing of new products prior to
compliance testing. The system utilizes
Benetel’s FAST software and Benetel’s Test
Set with two R&S SMBV 100A signal
generators, one R& S FSV 13 spectrum
analyzer and one R& S SMF100A microwave
signal generator for blocking teststo measure
according to 3GPP TS25.141 transmitter and
receiver specifications.

TheBenetel Test Set containsaseriesof filter
banks which can be switched in and out of
the RF path as required. Thisfeature enables
the automation of blocking and adjacent
channel measurements. The software has a
flexible GUI to simplify controlling factors
such as tests performed, test limits, and
frequency points. Results are stored in a
database and a software package is provided
to generate user-friendly reportsin graphical
and tabular format. The design and
verification test system FAST can be utilized
today for UMTS (WCDMA, HSPA, HSPA+),
CDMA2000® (1XEV-DO) and TD-SCDMA.
More information on Benetel and
Rohde & Schwarz Femtocell Solutions:
http://www.rohde-schwarz.com/
technology/femtocell-solutions

EMV/AR UK Celebrate their
20" Anniversary!

(-]

ar vnited kingdom

Twenty years ago, two events of major
importance occurred. First and most
important, | married my wife Ethel. Theother
event was the founding of EMV Ltd. Ethel
and | with the help of John Smith, Tim Hague,
Kevin Hutchinson and many others, started
a company dedicated to customer service.
Our business model was to market RF
products with local warranty service and
customer support, while emphasizing the
growing EMC market in our product
coverage. Of course, the success of EMV
was because of the high quality personnel that
we started with, many of them are still with
us today.

It all worked. The company grew
substantially, actually making aprofit thefirst
year. And we have held to the business
model. It still offers the best customer
support available on hardware and software,
as well as warranty and other repairs of RF
equipment. Our system setup and support
are the best in the industry.

During the twenty years AR has grown ten
times over. Recently, AR Europe has been
founded. EMV hasbecomeapart of it being
renamed AR United Kingdom. Thisisnot to
changethe businessmodel, but rather, to start
AR Europe on the same business model to
enable its spread across Europe.

Congratulations on ajob well done! Welook
forward to the next 20 years!
Oh, and the marriage is still wonderful!

Donald “Shep” Shepherd
Chairman, AR Group

emcia Member

An Invaluable Kit for any Development Engineer

Demand for Syfer Technology capacitors is
continually growing, but selecting the most
appropriate ML CC for high frequency circuit

The EMC Journal May 2010

applications can be a difficult task for any
Engineer. Syfer has now made that easier
with a range of sample kits for its range of
High Q chip capacitors.

The standard kits cover the most common
sizes and capacitance values, as in the 0402
size with 24 capacitance values from 0.1pF
to 33pF. Other chip sizesincluded in thekits
are 0505, 0603, 0805 and 1111.

Other capacitor sizes, or other values can be
requested, or even a change of termination

to FlexiCap™, Syfer’'s award-winning
solution to reducing the possibility of
mechanical cracking.

These kitswill aid new circuit designsin the
telecom infrastructure industry; in broadcast
power amplifiers, high RF power circuits,
filtering, diplexers and antenna
matching applications.

For more information and to order a High Q
samplekit, engineers should go to thewebsite
www.syfer.com



AC POWER SUPPLIES

Output on phase angle Memory Function
Recalled Recalled

Range of phase
angle setting: memory A memory B
0 to 359 degrees Sudden
changes of
voltage
Recalled Recalled
memory A memory B
Output on
S cnpnase N/ ubet ol
angle is set at config turned off at a
next zero Ereuency,
cross phase

Light Weight

Software

* small and light. Only § kg
' (PCR500M)

Easy to carry with

only one hand

Single phase 500VA, 1000VA and 2000VA. AC 1 to 270V, 40 to 500Hz
DC+/-1.4 to +/-380V, Measurement Functions, Communication Interfaces

Igl TELONIC @GKIKUSUI

www.telonic.co.uk info@telonic.co.uk
Tel : 01189 786 911 Fax = 01189 792 338

o o o AI'L new_ mOdUlar . Magnetic m Power
I immunity workstation fields ) fail
0::
: Burst
ESD WebServer
@ CWG /
L Surge
Q Common [ Atmospheric
' mode -

TRA3000 is a technically advanced compliant workstation. \ -
Individual or any combination of plug-in modules M
can be fitted on-site to give the most flexible PARTNER U.K LTD
and cost efficient system available today.

Save
to USB

A Ethernet

t: +44 (0)1494 444255
sales@emcpartner.co.uk

www.emcpartner.co.uk
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g Visitors come to buy. Not just look...
.50 surely you should be there!

The Ra ecourse, Newbury
- 12/13th October 2010

[th highly successful year

Networking is the foundation
for Business growth |
Technical conference organised by
world class Steering Committee

www.emcuk.co.uk




EMCUK 2010

The Racecourse, Newbury
12 & 13 October 2010

Every year we are told by Exhibitors we are coming back because we actually took orders on the
stand or we were here “X” years ago and an enquiry has just resulted in a super contract. This
is the strength of a single focus event, visitors come for a real reason not just to browse and
collect literature.

Not surprising then that this is our 7th successful year. So don’t be left out in the cold, if you
are not there you will never know what you missed. But the competition will know what they

gained.

Then of course there is the Networking. In an IET survey on last year’s event delegates were
asked: Did the event prove a valuable networking experience? 86.7% said Yes.

Over 1,000 EMC professionals in one place - the largest gathering anywhere in the UK.

Companies who have already Booked for 2010

ANSYS UK Laplace Instruments Ltd
AQL-EMC Ltd M Buttkereit Ltd
AR UK MDL Technologies Ltd

BAE SYSTEMS (Rochester)

BAE SYSTEMS (Warton)

BalSeal Engineering

CST - Computer Simulation Technology
Darchem Engineering Ltd
Dowding & Mills (UK) Ltd
Easby Electronics Ltd

Electronic Test & Calibration Ltd
EMC Hire Ltd

EMC Industry Association

EMC Partner UK Ltd
ETS-Lindgren Ltd

EM Software & Systems GmbH
Frequensys Ltd

Global EMC UK Ltd

HITEK Electronic Materials Ltd
HTT (UK) Ltd

Hursley EMC Services Ltd

Instrument Plastics Ltd

METECC

MILMEGA Ltd

Panashield (UK) Ltd

PPM Pulse Power & Measurement Ltd
Q Par Angus Ltd

QinetiQ

Radio Society of Great Britain
Rainford EMC Systems Ltd
Rohde & Schwarz UK Ltd
Sematron UK Ltd

Siepel S.A.S.

Syfer Technology Ltd

Telonic Instruments Ltd
Teseq Ltd

TMD Technologies Ltd

TUV Product Service/BABT
Uvox Ltd

Wurth Electronics UK Ltd
York EMC Services Ltd

Conference and Training Sessions second to none ‘

The EMC Journal May 2010



EMCUK 2010 Training Sessions

Tuesday 12th October 2010

Registration is from 08.30 for either Day.

Electronic Fundamentals for Good EMC

Presenters:

Keith Armstrong
Cherry Clough Consultants
&

Tim Williams
Elmac Services
09.10 - 10.30 Shielding

Theory; Effect of apertures and seams; The
slot-in-a-box model; Conductive gaskets;
Conductive coatings; Using the shield as
ground; Cable layout and large enclosures

10.30 - 11.10 Coffee and Visit to Exhibition Stands

11.10 - 12.30 EMC Techniques for PCB Layout

Saving time and money; Segregation;
Interface analysis, filtering, and suppression
OV and power planes; Power supply
decoupling; Transmission line techniques;
Layer stacking; Some useful references

12.30 - 14.00 Lunch and Visit to Exhibitions Stands

14.00 - 15.20 EMC in Circuit Design and in the selection
of Active Components

Digital design for EMC; Analogue (not RF)
design for EMC; Switch-mode design for
EMC; Communication design for EMC;
Optoisolator design for EMC; Checking
device EMC characteristics; Some useful
references

15.20 - 16.00 Tea and visit to Exhibition Stands

16.00 - 17.20 Filtering and Cabling

Filter configuration; Components: capacitors
and ferrites; I/O and mains filtering; Mode
of propagation; Unscreened cables: using
twisted pair; Screened cables - screen
operation, transfer impedance & the effect of
the connector; Transducer and communi-
cations interfaces

Who should attend:

Design engineers of electronic products in all sectors
(consumer, medical, industrial, military, transport, telecom)
who have to meet high frequency EMC compliance
requirements

Benefits:

Delegates will hear from two of the most respected lecturers in
the business. After attending this course, delegates will be able
to review their designs with confidence in all aspects -
mechanical drawings, PCB layouts and circuit schematics -
for adherence to principles of minimum disturbance emissions
and maximum interference immunity

We reserve the right to make changes as required.
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Wednesday 13th October 2010

Basics of Emissions and Immunity Testing

Presenter:
Keith Armstrong
Cherry Clough Consultants

Synopsis

There are certain issues common to all emissions and immunity
tests, that the test standards may not make very clear. If they
are not understood, significant differences between test
laboratories can result.

This morning's session describes these issues, and is intended
for those new to commercial EMC testing.

09.10 - 10.30 Making Emissions Measurements

10.30 - 11.10 Coffee and Visit to Exhibition Stands

11.10 - 12.30 Making Immunity Measurements

12.30 - 14.00 Lunch and Visit to Exhibitions Stands

Immunity requirements related to design choices

Presenter:
Tim Williams
Elmac Services

Synopsis:

Immunity test requirements are standardized for many
products, either under the EMC Directive or through product
specifications, and even without standardized requirements,
good EMC immunity is the hallmark of a well-designed product.
Since immunity can only be verified through testing, a test
plan should be drawn up at the start of each design; but how
do circuit, PCB and mechanical design choices relate to this
test plan?

This afternoon's session is aimed at electronic product design
and development engineers, who need to be able to implement
a design in the knowledge that, when it comes to the immunity
tests, they have anticipted and allowed for the electromagnetic
stresses that their product will undergo.

14.00 - 15.20 RF Immunity

Immunity of analogue circuits, cable
coupling at low frequencies; high-Z and low-
Z common mode filtering; required common
mode rejection; effect of circuit and cable
resonances; radiated coupling to structures;
layout, circuit bandwidth, shielding if
necessary; RF immunity of digital circuits.

15.20 - 16.00 Tea and visit to Exhibition Stands

16.00 - 17.20 Transient and LF Immunity

Immunity of digital circuits; ESD effects on
edge-triggered signals; layout, filtering and
decoupling; enclosure design to control ESD
strikes; ESD protection of interfaces;
integration with RF filtering; capacitive
filtering for EFT/B; effectiveness of the
ground reference for EFT/B; HF filtering of
power supplies; surge protection of power
supply and interfaces, integration with RF
filtering; LF immunity: AC supplies - dips,
interrupts, inrush current; DC supplies:
same, plus overvoltage and reverse polarity
protection.



EMCUK 2010 Technical Sessions

Tuesday 12th October 2010

08.30

09.00 - 10.30

10:30 - 11.00

11.00 - 12.30

12:30 - 14.00

14:00 - 15.30

15:30 - 16.00

16.00 - 17.30

17.30

Registration

Defence & Aerospace

Chairman:
Professor Nigel Carter
Consultant

The Environment

Electromagnetic Pulse (EMP) and High
PowerElectromagnetic (HPEM) Environment
and Assessment Methods

Dr Anthony Wraight & Dr Richard Hoad
QinetiQ

Lightning Environment
Dr Chris Jones, BAE Systems

Coffee and Visit to Exhibition Stands

Standards

Implication of Changes to DO160 on Test
Laboratories
Gavin Barber, QinetiQ

Read Across from Civil to Military
CENELEC WG 9

Dave Imeson, Compliance Europe

Peter Dory/Simon Middleton, TUV Product
Services

Lunch and Visit to Exhibitions Stands

Chairman:
Ian MacDiarmid
BAE Systems

Protection

Overview of Protection
Professor Nigel Carter, Consultant

Design Aspects including Modelling

Modelling
Paul Duxbury, CST

Combat Corrosion in EMC
John Terry, Hitek Electronic Materials

Filtering
Chris Noade (or one of their engineering
team), Syfer Technology

Shielding
Paper & Speaker TBC

Enclosures

Paper & Speaker TBC
Rittal UK Ltd

Tea and visit to Exhibition Stands

Testing

Platform Testing of Military Vehicles
Roger Marson/Peter Lane - TBC

Challenges of meeting the HIRF Testing
Requirements of DO160
Gavin Barber, QinetiQ

Hardness Assurance
Tony Llewellyn, BAE Systems

Finish
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Wednesday 13th October 2010

08.30

09.00 - 10.30

10:30 - 11.00

11.00 - 12.30

12:30 - 14.00

14.00 - 15.30

15:30 - 16.00

16.00 - 17.30

17.30

Registration
Lightning

Chairman:
Ian MacDiarmid
BAE Systems

Defence & Aerospace Lightning Workshop
Dr Chris Jones, BAE Systems

Coffee and Visit to Exhibition Stands
Defence & Aerospace Lightning Workshop
(Continued)

Dr Chris Jones, BAE Systems

Lightning Strike Analysis on Modern
Aircraft

Claudio Zizzo,Rolls Royce, Derby

Lunch and Visit to Exhibitions Stands
Commercial EMC Workshop

Chairman:
Paul Duxbury
CST

Radio & Broadband
Papers & Speakers TBC

Digital Dividend TV, Audio Video
Papers & Speakers TBC

Tea and visit to Exhibition Stands

Wireless On Board
Papers & Speakers TBC

Finish

We reserve the right to make changes as required.

Fees for both Training & Technical Sessions:
One Day: £145 plus 17.5% VAT
Two Day: £260 plus 17.5% VAT

All fees include lunch, proceedings printed in
colour, coffee and tea breaks.

If you attend a

Training Session you will be issued with an
attendance certificate. Entrance to the
exhibition is Free, as is all Parking.

To book go to www.emcuk.co.uk where you can
download a booking form or book & pay securely
Online.

Organised by:
Nutwood UK Ltd., Eddystone Court, De Lank Lane,
St Breward, Bodmin, Cornwall PL30 4NQ
Tel: +44 (0)1208 851530, Fax: +44 (0)1208 851630
info@emcuk.co.uk, www.emcuk.co.uk
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Banana Skins...

Editor’s note: The volume of potential
Banana Skins that | receive is much
greater than can possibly be published
inthe Journal, and no doubt they arejust
the topmost tip of the EMI iceberg. Keep
them coming! But please don't be
disappointed if your contribution doesn’t
appear for awhile, or at all. I’d need at
least eight pagesin every EMC Journal
just to keep up!

Rail industry doesn’t
understand EMI

During acoffee bresk at the [ET Seminar:
“EMC in Railways2009”, held at Savoy
Place, London, on 12th Feb 2009, | met
anold colleaguewho | knew was aproper
EMC expert (as opposed to what the rail
industry seems to think is an EMC
expert), and asked them why it was that
most of therail industry believesthat only
in-band EM disturbances can cause EMI1?
Given the safety-critical nature of
railways, it seemed nothing short of
astonishing to methat thewholeindustry
should ignore (or deny) the many
engineering issuesthat areresponsiblefor
most EMI incidents.

Hesaid it wasto do with theway dealing
with EMC had evolved over many years
on the railway and the historical focus
on signalling equipment and a problem
that he and his colleagues were trying to
change, but were making slow progress.
Hethen told me a story about acompany
that used very sophisticated coding to
catch theincorrect dataresulting fromin-
band interference and fail “right side”
(railway-speak for fail safe).

Their calculations showed that thiswould
occur so infrequently that it would not
cause operational problems - the special
codingwasused “justin case’, asasafety
measure against what they thought of as
the threats from EMI.

However, when their system was
deployed in practice, the other kinds of
EMI - the onesignored or denied by most
of therail industry - caused their system
to fail so often that it was never ‘up’ for
long enough to be of any functional use.
Needless to say an expensive
investigation followed by remedial action
was needed to render the system useabl e!
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(Keith Armstrong, from a discussion
during a coffee break at IET Seminar
“ EMC in Railways 2009 , Savoy Place,
London, 12th Feb 2009.)

@ EMI appears as error in
calculation

This story isarelatively early one, from
the development of the LEO computer.
The quote is in the words of Mary
Coombs, née Blood, who was the first
female programmer on the software team.

“The engineers found us invaluable in
helping to find faults. | remember
spending hoursand hoursin the computer
room — you could make little loops of
instructions and put them in manually
straight from the control desk. Therewas
onefault that took us hoursto track down
— and it turned out to be electrical
interference from the lift in WX block,
the building in which LEO was housed.
It didn't come out as a crackle like on
theradio, it came out as something going
wrong with a calculation.”

The date of the event is not very clear in
the book; probably 1951 or 1952. Source:
GeorginaFerry, A Computer Called LEO,
Harper Perennial, 2004, p. 107.

(Kindly sent in by Richard Pickvance,
Engineer’s Eye, London, on 8" February
2010.)

@ Radar interferes with early
computer

Here' sanother early EMI anecdote, about
Australia’s first home-grown computer,
the CSIRO Mark 1:

“Other problems proved more
challenging than just keeping cool. One
was the appearance of random digits in
the acoustic-delay memory. The
researchers were helped in tracing this
one by realizing that when the random
digits appeared they were spaced three
seconds apart. After some head-
scratching they found that a
meteorological radar mounted nearby
was rotating at one-third of a turn per
second. Each time its signal passed the
air-conditioning duct on the roof, some
of it was reflected down into the guts of
the machine. A suitably high-tech solution
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was found — the mouth of the duct was
covered with fine-mesh chicken wirethat
appeared impenetrable to radar of that
wavelength, but didn’t impede the flow
of air.”

Again the date is unclear, but certainly
early 1950s, probably 1951 to 1953.
Source: Mike Hally, Electronic Brains:
Stories from the Dawn of the Computer
Age, Granta, 2006, pp. 171-2.

Somewhere | know | saw an account of
lifewith avery early computer — either
Colossus or another not much later —
along the lines of “At some point in the
small hours there was a loud explosion.
Afterwards [the computer] worked
considerably better than before.” Not a
bananaskin, but agood story anyway. I'll
keep looking.

(Kindly sent in by Richard Pickvance,
Engineer’s Eye, London, on 9" February
2010.)

@ RFID Tags Could Affect
Pacemakersand ICDs

Background: The use of radiofrequency
identification (RFID) systems is
expanding and highlights the need to
address electromagnetic interference
(EMI) to implantable pacemakers and
implantable cardioverter-defibrillators
(ICDs).

Objective: This study sought to examine
the electromagnetic compatibility (EMC)
between RFID readers and implantable
pacemakers or ICDs.

Methods: During in vitro testing, 15
implantable pacemakers and 15 ICDs



were exposed to 13 passive RFID readers
in 3 frequency bands: 134 kHz (low
frequency [LF]), 13.56 MHz (high
frequency [HF]), and 915 MHz (ultra
high frequency [UHF]).

Results: While being exposed to LF
RFID, areaction was observed for 67%
of all pacemaker tests (maximum
distance 60 cm) and 47% of all ICD tests
(maximum distance 40 cm). During HF
RFID exposure, areaction was observed
for 6% of all pacemaker tests (maximum
distance22.5 cm) and 1% of al ICD tests
(maximum distance 7.5 cm). For both
pacemakersand | CDs, no reactionswere
observed during exposure to UHF RFID
or continuous-wave RFID. Pacemakers
and ICDs were most susceptible to
modulated LF RFID readers.

Conclusion: Although there is in vitro
testing evidence for concern for
implantable pacemaker and ICD EMI at
LF and HF, the FDA hasnot received any
incident reports of pacemaker or ICD
EMI caused by any RFID system. We do
not believe the current situation reveals
an urgent public health risk.

(From HeartRythm Journal:
www. heartrhythmjournal.convarticle/
P11S1547527109011461/fulltext,
reported in Interference Technol ogy’s on-
line newsletter:

www.inter ferencetechnol ogy.convlead-
news/article/study-rfid-tags-coul d-
effect-pacemakers.html.

Two infusion pump

malfunctions apparently due to
cellphones

MDR # 679280, Received 21 February
2006

The facility reported an infusion pump
with over infusion. Reportedly a
displayed rate changed during pt
infusion. The pt'scell phonerang and the
nurse at the bedside noticed that rate of
pitocin was displayed at 120ml/hr rather
than the prescribed rate of 20 mi/hr. The
change was noticed in less than one
minute and there was no harm to the pt.
A new pump was put on the pt.
According to the hosp. rep, the event
history did not show any buttons being
pressed for the rate change.

MDR # 736554, Received 19 June 2006
Thefacility reported apump that stopped
infusing during patient use. The pump
was infusing heparin, at which time the
patient’s family member used a cell

phone in close proximity to the pump.
The pump then stopped infusing. There
was no patient injury or medical
intervention according to the hospital rep.

(Presented by Jeff Slberberg (USFDA)
to the 20th Annual AAMI/FDA
International Conference on Medical
Device Sandards and Regulation, March
9, 2010.)

Interference between two
medical devices meansrecall of one of
them

Model X Extracorporeal blood
circulation system. Recall date: March
17, 2008, No: Z-1902-2008

Recall reason: Use of Model Y
Electrocautery Unit on the patient can
cause Model X to stop pumping and
alarm.

(Presented by Jeff Slberberg (USFDA)
to the 20th Annual AAMI/FDA
International Conference on Medical
Device Sandards and Regulation, March
9, 2010.)

@ New-generation mobile phones
interfere with critical-care medical
equipment

A total of 61 medical devices in 17
categories (27 different manufacturers)
were tested and demonstrated 48
incidents in 26 devices; 16 were
classified as hazardous, 20 as significant
and 12 aslight.

The GPRS-1 signal induced the most
EMI incidents, the GPRS-2 signal
induced fewer and the UMTS signal
induced the least. The median distance
between antenna and medical device for
EMI incidentswas 3 cm (range 0.1 to 500
cm). One hazardous incident occurred
beyond 100 cm (in a ventilator with
GPRS-1 signal at 300 cm).

(From:” Interference by New-
Generation Mobile Phones on Critical
CareMedical Equipment” , van Lieshout
EJ, van der Veer SN, Hensbroek R,
Korevaar JC, Vroom MB, Schultz MJ.,
Crit Care. 2007;11(5):R98, Jeff
Slberberg (USFDA) to the 20th Annual
AAMI/FDA International Conference on
Medical Device Standards and
Regulation, March 9, 2010.)

RFID interferes with critical-
care medical equipment

In 123 EMI tests (3 per medical device),
RFID induced 34 EMI incidents. 22 were
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classified as hazardous, 2 as significant,
and 10 as light. The passive 868-MHz
RFID signal induced a higher number of
incidents (26 incidents in 41 EMI tests)
compared with the active 125-kHz RFID
signal (8 incidentsin 41 EMI tests). The
passive 868-MHz RFID signal induced
EMI in 26 medical devices.

(From: “ Electromagnetic Interference
from Radio Frequency ldentification
Inducing Potentially Hazardous
Incidents in Critical Care Medical
Equipment” , van der Togt, R, E. J. van
Lieshout, et al, JAMA 299(24): 2884-90,
2008, Jeff Slberberg (US FDA) to the
20th Annual AAMI/FDA International
Conference on Medical Device
Sandards and Regulation, March 9,
2010.)

EMC of Pacemakersand |CDs
exposed to RFID readers

Implantable Pacemaker Reaction to
RFID

At least one reaction was observed in 21
of the 22 pacemakerstested. While being
exposed to each of thetwo 134 kHz RFID
readers a pacemaker reaction was
observed for 34 of the 44 possible tests
(77%). While being exposed to each of
the four 13.56 MHz RFID readers a
pacemaker reaction was observed for 21
of the 88 possible tests (24%).

I mplantable Cardioverter Defibrillator
Reaction to RFID

At least one reaction was observed in 18
of the 19 ICDs that were tested. While
being exposed to the two 134 kHz RFID
readersan |CD reaction was observed for
27 of the 38 possible tests (71%). While
being exposed to the four 13.56 MHz
RFID readers an ICD reaction was
observed for 8 of the 76 possible tests
(11%).

(From: * Electromagnetic Compatibility
of Pacemakersand Implantable Cardiac
Defibrillators Exposed to RFID
Readers”, Seidman S, Ruggera P,
Brockman R, Lewis B, Shein M.,
International Journal of Radio
Frequency | dentification Technology and
Applications, Vol. 1, No. 3, 2007:237-
246, , Jeff Slberberg (US FDA) to the
20th Annual AAMI/FDA International
Conference on Medical Device
Sandards and Regulation, March 9,
2010.)
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The strange case of the ener gy-
saving lightbulbs and Virgin Media

Got a Virgin set-top box with a mind of
its own? And energy-saving lightbulbs?
Then you might find thereisasurprising
connection. EmmacClementswas advised
to switch bulbs when her TV kept
changing channels.

If your television or cable equipment
seems to have alife of its own, why not
get rid of your lightbulbs? It might sound
like a joke, but that's the advice Virgin
Media gave to Emma and Alistair
Clements when their cable TV receiver
started behaving oddly.

The couple, who have two young
daughters, have been Virgin Media TV
subscribers since moving to their home
in Carshalton, Surrey, in 2007. They had
no problems with the service until afew
months ago, when they first noticed their
Virgin Media set-top box, manufactured
by Samsung, started randomly changing
channels and switching itself on and off.

“At first we thought it was the children’s
sticky fingers on the remote control and
that the buttons were sticking,” Emma
says. “ But the novelty soon beganto wear
off.”

Emma called Virgin Media customer
services, which promptly dispatched a
technician to examine the box. “Before
he'd even seen anything, the engineer
asked usif we used Philipsenergy-saving
light bulbs,” she says. “He changed the
box anyway, but said it would probably

keep happening.”

Unfortunately, the engineer’s prophecy
proved correct. “With the new box, it was
worse, if anything,” Emma says.

The Clementsfamily had only one Philips
energy-saving bulb in their living room,
in alamp sitting on a side table about 12
feet away from the TV.

A Philips Electronics spokeswoman
confirmed the problem was known to the
company, but expressed surprise users of
itsbulbs still experienced it. “ Some very
early compact fluorescent lamps, shortly
after starting, could cause interference
with TV controls dueto the frequency of
operation of the bulb and when placed
near aTV,” the spokeswoman said. “ The
frequency was quickly changed many
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years ago and we have had no recent
reported incidents.”

Following  Guardian Money’s
intervention, Philips'scustomer relations
team contacted thefamily and asked them
to return the offending bulb so it could
properly analyse the problem, but said it
wanted to monitor the issue on “a case-
by-casebasis’. It advises other customers
experiencing similar problemsto contact
itsonline support team. Virgin Mediaalso
acknowledged the problem but laid the
blame squarely at the door of the bulb
manufacturer. “Thisis an old problem,”
its spokesman said. “Some compact
fluorescent bulbs flicker at such an
imperceptible rate that they caninterfere
with infrared equipment. What our
customer care chap said iskind of correct,
but it's not the full answer. You can till
use energy-saving bulbs, but we
recommend trying an alternative brand.”

Removing the offending lightbulb from
theliving room has helped, saysAlistair,
but the main light in his hallway still
causes the set-top box to function
erratically, despite being in a different
room. “It's Virgin's box that causes the
problem asmuch asthebulbs,” heclaims.
“Energy-saving light bulbs aren’t cheap.
If we need to replacethem all, why can’'t
Virgin Media pay for them?”’

The cable provider’s spokesman denied
the problem happened any more
frequently with its Samsung boxes than
others, but a browse through specialist
cable TV forums online suggests it may
be a more common issue than Virgin
thinks — or cares to admit.

On cableforum.co.uk, a poster called
Organ Grinder writes: “My light switch
is controlling my Virgin TV box each
timeitisused ... anyone have any idea
what isgoing on? Ismy flat haunted? ...
| don’t think it’sworth calling Virgin, as
| understandably expect them to think |
am raving mad.” Monkey2468, a poster
who lists his occupation as a technician,
replied: “It will be energy-saving light
bulbs. Seen it several times before with
Samsung set-top boxes.”

Inthemeantime, beit thefault of the box
or thelightbulb, the Clementsfamily just
wantsits TV to work properly again. “It
would be very niceto get it sorted,” says
Alistair. “Virgin Mediaisn’t particularly
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cheap and if we can't get it fixed soon, it
might be time to switch provider.”
(Kindly sent in by Matthew Wilson,
Product Design & Production Manager,
GB Electronics (UK) Ltd., “ The strange
case of the energy-saving lightbulbs and
Virgin Media”, Graham Showdon, The
Guardian, Saturday 10 April 2010 ,
www. guardian.co.uk/money/2010/apr/
10/energy-saving-lightbulbs-virgin-
media. Thisarticle appeared on pl of the
Money section of the Guardian on
Saturday 10 April 2010. It was published
on guardian.co.uk at 00.06 BST on
Saturday 10 April 2010.”

Gas clothes dryer overheating
incidents dueto internal ESD.

A model of gasclothesdryer wasrecalled
in 2008, after seven reported complains
that the dryers scorched clothesin them.
The dryers were products of a well-
known Japanese manufacturer, and
50,000+ units were shipped between
1997 and 1999. The cause of theincident,
as | read from the announcement, is:

Clothes in the dryer’s rotating drum
caused ESD, and the ESD caused
malfunction of a microprocessor which
control the dryer. Then, the dryer’s gas
burner continued to heat the drum when
the drum stopped rotation, caused
overheating and scorched clothes in the
drum. In al the known cases, temperature
fusein the dryer worked asintended and
possible fire hazard could be prevented.

| don’t know whether the product went
through IEC/EN 61000-4-2 ESD tests.
However, because the problem was
caused by ESD inside the product and
not by ESD outside the product asusually
tested, and because maybe clothes dried
and rubbed in the dryer could cause
discharges stronger than that usually
applied in ESD testing, | think we
shouldn’t be surprised even if product
perfectly passed the IEC/EN 61000-4-2
tests still caused this type of ESD
problem.

Reference: Recall notice from METI,
http://www.meti.go.jp/product_safety/
recall/file/080909-1.html

(Kindly sent in by our long-term
correspondent in Japan, Tomonori (Tom)
Sato, on 14" February 2010 http://
homepage3.nifty.convtsato/.)



Lubbock airport ILS suffers
EMI, stops flights

There’sachance L ubbock Preston Smith
International Airport will resume full
service today, nearly a week after
problems with the instrument landing
system forced numerousflight delaysand
cancellations.

A Federal Aviation Administration flight
check airplaneisdueto arrivetoday from
Oklahoma City to test the airport’s one
working instrument landing system,
which is essential for flights arriving in
poor visibility.

An FAA spokesman said the system’s
equipment isoperating correctly, but was
being hampered by interference al ong the
approach path. “It appears there is some
electromagnetic and radio interference,”
said Lynn Lunsford, an FAA spokesman.
“Therewasaspuriousradio signal inthe
vicinity of thefinal approach path, doing
just enough to cause our signal to be
erratic.”

FAA workers spent the weekend using
radio and electromagnetic direction
finding equipment to find possible
sources of the interference. “We're
reasonably confident we' veidentified the
issue, but in aviation, ‘reasonably
confident’ isnot good enough,” Lunsford
said.

While he could not be specific about what
was interfering with the ILS signal, he
said causes could include unshielded
electric lines or even a fluorescent light
fixture with aballast that is going bad.

FAA officials hoped to test the system
Monday, but bad weather in Oklahoma
City in the morning kept their airplanes
grounded, Lunsford added.

Evenif anairplane had been abletoleave
Oklahoma City, the weather at the airport
Monday was not good enough to allow
thetests. Theflight check aircraft makes
several passes along the airport’s
glideslope - the route an airplane would
make on itsfinal approach —to check the
ILSsignal.

Lubbock’s airport has two ILS
operations, but oneis currently disabled
because of runway construction. The
airport also has an RNAV - area
navigation - system that has allowed
some carriers to keep flying.

Of the air carriers using Preston Smith,
the situation has been hardest on
Southwest Airlines, which has the most
flights daily in and out of Lubbock.
Southwest’s airplanes are not equipped
for RNAV.

(Kindly sent in by Dennis D. Swanson,
Electromagnetic Effects Saff Engineer -
Soecialty Engineering Group, Lockheed
Martin Mission Systems & Sensors, S.
Paul, Minnesota, USA, taken from:
“Landing system may be up today” , by
Walt Nett for AVALANCHE-JOURNAL,
Tuesday, February 09, 2010, http://
lubbockonline.com/stories/020910/
loc_560323567.shtml. Sory last updated
at 2/9/2010 - 12:17 am.)

Bill includes $800,000 for
military EM| solutions

The U.S. Senate passed the $636 hillion
Department of Defense appropriations
bill that includes millions of dollars for
military-related projects by Michigan
companies, including an allocation of
$800,000 for research and development
of optical interconnect technology for
military aircraft.

The next generation data and
communication management systems
needed for weapons platforms will
depend upon tightly integrated optical
fiber solutions, which reportedly provide
decreased weight, immunity to
electromagnetic interference and other
advantages.

(From: www.detnews.com/article/
20091220/POLITICS03/912200301/
1022/U.S.-Senate-OKs-bill-that-
benefits-some-Michigan-companies—
jobless, 12/22/09 01:49 PM.)

PCB’ssolder resist layer causes
hum interference problem

Over theyears, | haveimproved the way
we build our audio induction loop power
amplifiers. When one niggle became
unacceptable, | would try various means
of dealing with it, then employ the best
one.

Of interest to EMC design, | inherited the
ancient strategy of star-wired earths,
including several parallel earth trackson
the same power supply circuit board. My
first revision of the power supply board
was more like a transmission line from
ac. in to d.c. out, with one substantial
earth track along the middle.
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Morerecently, we have used acombined
PSU and power amplifier board, with 2
power amp chips. A key feature of this
design was a small angle bracket by
which the large earth track in the middle
of the p.c.b. was bolted firmly to athick
chassis plate.

A recent new batch of circuit boards came
with solder resist, even though we had
not specified this. It made soldering some
componentsalittle moredifficult, dueto
the small solderable area, but we got used
toit and carried on as normal.

However, we began having a hum
problem, and thiswas variable, better on
some amplifiersand worse on others. At
first, | put this down to variations in the
finished equipment, such as on which
panel the mixer board was mounted.

Then it occurred to me that the solder
resist was preventing the angle bracket
from making good contact and providing
a secure earth bond. Solution? A scrape
and solder job, so that the bracket was
soldered securely to the earth track of the
pch. Result? A good night’s sleep since
now | have no mains hum to worry about.

Thelesson? An apparently small change,
such as solder resist in the wrong place,
is enough to cause EMI problems. And
in case you' re thinking mains hum is not
an EMCissue, inthiscaseit isbecauseit
isunwanted electrical interference on an
otherwise high quality audio product.

(And | have modified the p.c.b. artwork
so that solder resist would no longer bea
problem.)

(Kindly sent in by Robert Higginson, of
AREAC, manufacturersand installers of
audio induction loop systems, on 17
February 2010. Robert has been
contributing interesting anecdotes on
EMI to Banana Skins for some years.)

Banana Skins

Banana Skins are kindly compiled for us by
Keith Armstrong.

If you have any interesting contributions that
you would like included please send them,
together with the source of the information
to:  keith.armstrong@cherryclough.com

Although we use a rather light hearted
approach to draw attention to the column this
innoway isintended totrivialise the subject.
Malfunctions due to incorrect EMC
procedures could be life threatening.
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John Woodgate’s Column

By coincidence, I'm writing this just after returning from an IEC
SC77AWG1 meeting, as was the case for the previous column.
However, to avoid being accused of crambe repetito, | will mention
only afew pointsthat emerged from the meeting. Luckily, thereis
much to report on the latest happenings in the PLT field. There
was ameeting of the CENELEC EMC committee, TC210, in mid-
May, which hadn’t happened at the time of writing, so ‘latest’ has
to be interpreted with that in mind.

L ow-frequency conducted emissions (‘mains

har monics')

Grouping

This is about the change in Edition 2 of IEC/EN 61000-4-7 to
increase the measurement bandwidth from 5 Hz to 50 Hz. It is
suspended, under the terms of clause 7, because it would result in
many products that are not found to cause EMI problems to fail
the relevant provisions of IEC/EN 61000-3-2 or -12. It was
introduced to take into account rapidly-varying harmonic
amplitudes, which create sidebands around the harmonic frequency
just as in AM radio. With the 50 Hz measurement bandwidth,
these ‘interharmonic’ sidebands are ‘grouped’ with the adjacent
harmonic. However, it has not explicitly been established that
these rapid variations have any effect on the supply network or
load equipment. What does happen is that the measured harmonic
current is increased with the 50 Hz bandwidth, if interharmonics
are present, often sufficiently so as to violate the stringent limits
for some even, and high-order odd, harmonics.

Now we haveload equipment that has switching circuits operating
at low frequencies, directly connected to the supply. These generate
individual interharmonic frequencies, not related to modulation
of aharmonic amplitude. So the subject has to be re-examined in
depth. Meanwhile, clause 7 remains in effect.

Lighting
Dimmable compact fluorescent lamps (CFLSs)

Early examples of these have shown very undesirableinput current
waveforms, especially when dimmed, with very short, high-
amplitude current pulses. Some lamps have been found to produce
conducted emissions far above 9 kHz (the upper frequency bound
of ‘low-frequency’ emission standards), in the tens of kilohertz
range, which is also very undesirable. The technology is very
dynamic, partly because of the search for solutions that meet
requirementsfor low conducted emissions, high energy efficiency,
long lifeand low cost. Another factor isthat CFL technology itsel f
has a limited life, being rapidly overtaken by LED technology.

There are two topics that affect the standards; a possible need to
modify the requirements for the lamps themselves, and a need to
reform the rather complex provisions relating to dimmersin IEC
61000-3-2. At present, it seems that there is no need to modify
the requirements for CFLs, (but new requirements are needed for
some L ED-powering techniques). Also, dimmersfor incandescent
lamps are treated differently from dimmers for discharge lamps.
The requirements for the latter were written in the context of the
very complex and costly dimmers for linear fluorescent tubes,
and cannot be met by simple phase-control dimmers.
Manufacturers naturally want to be able to offer smple dimmers
that work with either incandescent lamps or dimmable CFLs.
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For all of the above, studies continue. The committee needs more
detailed input datain order to cometo firm conclusions on changes
to the standards.

LED lamps and luminaires

Naturally, this technology is also very dynamic, for the same
technical reasons as for CFLs, and the race is on to reduce costs
so that LED products can compete on cost in the market. Thereis
some way to go on this, but manufacturers are very confident that
in afew years we shall al be buying LED lamps and luminaires
by choice.

For these products, changes to IEC/EN 61000-3-2 are necessary.
There is no problem for products over 25 W, but many products
are, and will be, well below 25 W and even below 5 W. For such
low power products, measurements of harmonic currents can be
difficult. However, such products are likely to be used in very
large numbers, so the cumulative effect of their emissions on the
supply network and on load equipment may be significant. One
proposed technique for products below 25 W has been called
‘valey-fill’. It usesadiode, capacitor and resistor network in place
of the normal filter capacitor in the on-line rectifier circuit. The
committee meeting being in Mexico, it was immediately noted
that the input current waveform resembles the outline of a
sombrero, so that name may well replace ‘valley-fill’. The
technique has a good power-factor and produces fairly low
harmonic amplitudes with a somewhat unusual spectrum, but it
does not meet any of the limits currently applicable to lighting
products.

PLT

Attempts to produce a standard (as an amendment to CISPR22/
EN 55022) have failed in CISPR. The European Commission is
determined to press ahead in Europe and the French national
standards committee has made a proposal to produce a CENELEC
standard. Thisis based on a rather complex CISPR proposal that
has already been rejected. Notably, it does not correctly take into
account the mode conversion, from differential to common, of
the PLT signal caused by impedance discontinuities in the mains
cables between the sender and receiver. There is aso key data
missing, which is necessary to verify some of the proposals, such
as the inductance of a centre-tapped inductor in a proposed
impedance-stabilising network (ISN).

However, there is dissent at other levels than the technical in the
standards-making process. First, should the work be done in a
CENELEC committee, a Working Group of CLC/TC210, orina
joint WG with ETSI? There are arguments on both sides. A liaison
with ITU/R may a so be necessary, which CENEL EC doesn’t really
have as an operating process at present.

Then there is the question of what form the ‘deliverable’ - the
publication - should take. There are four possibilities:

e anew EN standard (as proposed by the Swiss National
Committee, although the next option would aso satisfy their
proposal);

e asecond Part to EN 55022, cross-referring extensively to the
current EN 55022, which would be come EN 55022-1
(suggested by me to the British National Committee) ;



e an amendment to EN 55022 (as proposed by the French
National Committee);

¢ aself-contained Common Modification (probably aNormative
Annex), converting CISPR 22 to a new EN 55022.

Naturally, there are supporters for al of the above, and there are
supporters for ‘ none of the above’ aswell: they don’t believe that
PLT asit is conceived at present can ever meet the requirements
for protection of radio servicesin the HF band. The rationale for
aseparate publication (anew standard or aPart 2 to EN 55022) is
that it has already been very troublesome to maintain CISPR 22
and EN 55022, partly because of timing differences between IEC
and CENELEC procedures. Adding in maintenance of rapidly-
varying PLT techniques would make this problem much worse.
However, the question does not have to be answered now: if it is
prepared as a Normative Anne, it is purely an editorial matter to
convert it into a Part 2 or anew standard, and this can be decided
when the document is ready for voting (later this century, no
doubt).

Meanwhile, the PLT industry sector is busy developing systems
that work at frequencies well above 30 MHz, opening up ranks of
new considerations. Cables are potentially much better radiators
at VHF frequencies, due to being many wavelengths long, and
impedance discontinuities of short physical length, which are less
‘visible’ to lower frequency signals, become more ‘visible' at
higher frequencies. Cable losses tend to be higher, too, which
may well prompt the use of higher sending power.

To add exciting overtones to the mix, CENELEC TC205 has
produced a 56-page report on cases of inadequate immunity of
some products to PLT and PLT-like signals on the mains supply

in the frequency range 9 kHz to 150 kHz!

At least the UK National Committee has been able to reach a
consensus (in a90 minute conference call, becausethe CENELEC
meeting is next week)! The principles are:

e The frequency range above 30 MHz should be included;
¢ No change to the test methods and limits above 30 MHz;

e Test methods and requirements for dynamic notching and
adaptive power functions should be normative;

e All relevant information and inputs must be considered;

e A test method based on measuring the output of the modem,
with no cable attached (as proposed by the French National
Committee), would not be acceptable.

This latter point isimportant, because the balance of even
a low-cost modem can be excellent, due to the need for a
floating transformer coupling for safety reasons, so that
the common-mode output, which is responsible for the
emissions, is very small indeed.

e A new working group should be established specifically for
this task (only). It should have a neutral chairman (i.e. not
from the PLT industry)
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Narda Safety Test Solutions has
now equipped its frequency-
selective measuring set for
electromagnetic fields with a
“Scope” operating mode. Using
this, it is now possible to analyze
the frequency content and time
characteristics of signalsfrom radar
equipment, mobile communica-
tions services such as Wi-Fi,
WLAN, WiMAX, and DECT, or
radio control systems like ZigBee
and Bluetooth.

The Selective Radiation Meter
SRM-3006 from Narda Safety Test
Solutions is now available with a
“Scope” operating mode. The
instrument displays the real-time
characteristic of a signal recorded
using frequency selection. It is
possible to measure pulse widths
and signal periods as well as set
triggers, just as with an
oscilloscope. Thetimeinterval sthat
can be set range from 24 hours
down to microseconds, and the
resolution goes down into the
nanosecond range. It can therefore
be used to make long-term
observations of individual radio
channels e.g. over the course of an
entire day, aswell asto detect even
the shortest of impulses, such as
from radar equipment.

This combination of frequency-

PRODUCT GALLERY

Real-time analysis of electromagnetic fieldsin hand-held format

selective measurement and display

versus time opens up possibilities

that are not covered by either pure
spectrum analysis or simple
measurement over time:

e In unknown multi-frequency
environments specialists can
determine the type of field
source by marking a frequency
line displayed in “Spectrum”
mode and switching to “ Scope”
mode to look at the time
characteristic which exhibits
specific features for various
mobile communications
servicessuch asWi-Fi, WLAN,
WiMAX or DECT. The
resolution bandwidth (RBW)

can be set between 40 kHz and
32 MHz —enough to capture an
entire WIMAX channel.

e Where the signals are known,
e.g. from GSM stations,
operators can select a single
200 kHz bandwidth traffic
channel (TCH) andmeasure
the loading of the individual
timeslots within the frequency
channel using “ Scope” mode.

e In “Scope” mode, the
instrument recordsthereal peak
valuesof radio control
signals in the industrial
environment, such as ZigBee,
or Bluetooth, or in the public
and private domain — garage
door openers, automobilekeys,
installation switches — even in
complex situations where
several signals are
superimposed.

The SRM-3006 measures the

average, RMS and peak values

simultaneously; further conclusions
about the type of field source can
be drawn from the ratios of these
values to one another. The
instrument can be set to display all
resultsin either physical quantities,

such as field strength (V/m, A/m)

or power density (W/m2, mW/cm?),

aslogarithmic expressions (dBuV),
or directly as a percentage of the

permitted limit value. For thelatter,
the weighting curves for all the
current safety standards are stored
in the instrument.

The SRM-3006 automatically takes
the calibration data into account
when Narda's proprietary antennas
are used. The instrument also
accepts measuring antennas from
other manufacturers, such as so-
called sniffer probes. In such cases,
software can be used to upload the
calibration data to the instrument.
About the SRM-3006

The Selective Radiation Meter
SRM-3006 from Narda Safety Test
Solutions has been specially
developed for environmental and
safety measurements in
electromagnetic fields. Using
isotropic measuring antennas, the
instrument covers the entire
frequency range from 9 kHz to 6
GHz. It can therefore be used
equally well to investigate safety in
the near field region of long wave
transmitters, make measurements
on radio and TV broadcast
transmitters, and determine
exposure levels caused by the latest
generation of mobile telecommuni-
cations services.

Tel: +49 (0)7121/97 32 777
support@narda-sts.de

www.nar da-sts.com

Just announced by Admiral
Microwaves, the specialist supplier
of RF and microwave components,
is an expanded range of hias tees.
Fabricated inthe US by world-class
manufacturer, Marki Microwave,
the devices are available in surface
mount, lead-free, RoHS compliant
versions, or in traditional |lead-
solder packages for RoHS-exempt
applications. Some units are also
available with connectors.

Bias tees are used to supply DC
currentsor voltagesto awiderange
of RF and microwave devices,
including field effect transistors
(FETSs) built into amplifiers, and
triodes, as well as in photodiodes.
Applications range from portable
wireless products such as mobile
phones, through test intstrumenta-

Bias tees make their mark in high frequency broadband

tion, to equipment used in wireless/

satellite telecommunications
infrastructure, as well as medical,
military and aerospace systems. The
devices are expected to prove
popular in upcoming 40Ghit/s and
higher performance broadband
applications.

A typical device in the surface
mount, |ead-free surface mount
range, is the BT-0030SMG,

featuring an input frequency range
from 10MHz to 30GHz, low typical
insertion loss of 1dB (2.5dB
maximum), maximum DC voltage
of 30V and a 1W RF power
handling capability. Other devices
cover the frequency ranges from
500kHz to 34GHz.

For more robust applications,
requiring connector fittings, the BT-
0026 is typical of the range, with
an input frequency range of 10MHz
to 26GHz, low typical insertion loss
of 1dB (2dB maximum) and 1W RF
power handling. Thesedevicesare
non-resonant with low leakage
current, and normally supplied with
2.92mm connectors. The family
also includes models with input

frequenciesranging from 40kHz to
65GHz.

The Marki bias tees are available
inthe UK exclusively from Admiral
Microwaves. Prices are dependent
on frequency and mounting
options, with low frequency,
surface mount units costing aslittle
as £20 each, while high frequency
deviceswith heavy duty connectors
can cost £1000 each. Volume
orders can be built to order and
smaller quantities are generally
available ex-stock, with delivery
quoted in 4 to 5 weeks after receipt
of order.

Tel: +44 (0)1923 859300
sales@admir al-micr owaves.co.uk
www.admir al-microwaves.co.uk

EMCUK 2010 Exhibition & Conference
See Pages 8 to 11 for more infor mation.

Register at www.emcuk.co.uk for visitor tickets or book your place at the Conference.
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MAGUS (PTY), CST and EM SS announce the next major release of Antenna Magus, version 2.0 - the first antenna design
software of itskind.

and patterns are ready for export to
FEKO and CST MICROWAVE
STUDIO®.

MAGUS (Pty) Ltd, CST -
Computer Simulation Technology
AG (CST), EMSS- EM Software
& Systems-S.A. (Pty) Ltd
announce the release of the second
major version of Antenna Magus.
The number of antenna topologies
in the Antenna M agus database has
almost doubled since the release of
version 1.0. There are now 113
popular antennas available to be
designed for a wide variety of
objective values. Some of the more
popular additions are the bi-quad,
the axial choke horn, the travelling
wave waveguide slot array, various
patch arrays, the Vivaldi and the
probe fed cheese.

Aeetrteoe -

g

9000 00
Antenna Magus Version 2 features
a database of 113 designed
antennas which can be exported to
CST MICROWAVE STUDIO® for
further analysis and optimization

PRODUCT GALLERY

Many other aspects of Antenna
Magus have been improved with
additional functionality. One
addition is the new Antenna Array
Synthesis tool which was added to
assist engineers with array
synthesis. This tool designs
spacings and excitation tapers for
a variety of different array
topologies, based on performance
requirements such as gain,
beamwidth or squint angle.

New array synthesis tool

Antenna Magus Version 2 includes
a new tool to assist engineers with
array synthesis

The array design can be simulated
with isotropic elements or with any
one of several typical patterns. The
designed spacings, excitation taper

i -#'.
- -

®E:
An antenna array designed in
Antenna Magus Version 2

"The response of the market to
Antenna Magus Version 1.0 has
been very positive. We have
received alot of valuable feedback
from customers that has been used
in developing the antennas and
improvements implemented in
AntennaMagus Version 2.0," stated
Sam Clarke, Managing Director,
MAGUS (Pty) Ltd. "We are
confident that version 2 will add as
much value to the end-user as the
introduction of this tool did in
version 1.0"

Highlights of Antenna Magus 2.0
e AntennaArray Synthesis tool
e 113 antennas in the database

e Major analysis speedups of
over 50 antennas. A number of
antennas run > 100 times faster

e Exporting reports and numeric
graph data

e Side-by-side comparison of
antenna "info docs"

e More modeling options when
exporting to FEKO and CST
MICROWAVE STUDIO
Substrate library redesign
Selection of antennas also
export to TICRA's CHAMP, an
additional CEM tool

e Major user interaction
improvements
Availability

Antenna Magus Version 2.0 is
immediately available and can be
purchased through any CST or
FEKO reseller.

Tel: +44 (0)115 9061 120
info@cst.com

WWW.cst.com

emcia Member

B Solid-state class-A operation

M Frequency range 10kHz to 6 GHz
B Reliable, designed and tested for EMC applications
B safe operation during open-circuit and short-circuit
B Outputs suitable for EMC loads

Teseq Ltd. Wokingham UK
T+44 B45 074 0660 www.teseq.couk
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CHOOSE THE A CLASS FOR
EMC TESTING -

TESEQ CBA SERIES OF
RF POWER AMPLIFIERS!

The CBA series provides a complete range of solid-state class-A power amplifiers de-
signed with frequency and power ratings specially for EMC immunity test applications.
These robust and dependable power amplifiers ensure complete reliability at low costs.
Further, Teseq stays tuned for the next challenges, continuously expanding its selection
of power amplifiers with more power and frequency ranges to meet the ever-changing
demands of the market,

TASEO

Advanced Test Solutions for EMC



Chomerics offers new PREMIER conductive plastic material
with enhanced thermal, shielding and mechanical properties

Chomerics Europe, a division of
Parker Hannifin, has introduced a
new version of its PREMIERTM
conductive plastic shielding
material that offers enhanced fuel
resistance and heat deflection under
load (HDUL) specifications.
Complementing the existing range
of Polycarbonate / ABS based
materials, the new derivative uses
a Polyether Imide (PEI) resin and
is ideal for use in the most
demanding applications such as
those found in military and
aerospace designs.

PREMIER conductive plastic
shielding materials consist of
nickel-plated carbon fibres
integrated into an injection
moulded thermoplastic resin
resulting in finished partswith high
mechanical strength. Developed for
high performance EMI shielding
and grounding applications,
PREMIER allows greater design
freedom and offers total cost of
ownership savings of up to 65%
compared to metal-based shields.
Space and weight savings of 50 to
75% and significant space savings
can a so be achieved when using the
materials.

The high HDUL of PEI based
PREMIER conductive plastic
allows stable performance at
temperaturesup to 180 °C (360 °F),
shielding effectiveness is up to 85
dB. The robust material can be

PRODUCT GALLERY

Murata develops world’s first 500V-rated ML CCs with low-
loss base metal electrodes to improve Q-factor of high-
frequency circuits

t&ﬁg

moulded with sectionsasthinas2.0
mm giving an exceptional strength
to weight ratio. Complex features
and geometrics can easily be
incorporated into designs.

Having the shielding functionality
integrated into a moulded part
means that significant cost and
process savings can be made; the
need for supplementary processes
such as plating, painting and
vacuum coating are all alleviated.
Chomerics is able support the
design of PREMIER conductive
plastics as a complete solution
incorporating additional gaskets
and inserts where required.
PREMIER PEI based materials are
RoHS compliant and havea UL 94
flammability rating of V-O0.
Excellent corrosion resistance
enhances suitability for long field
life applications and the material is
recyclable in line with WEEE
EoVL TCO legidlation.

Tel: +44 (0)1494 455400
chomerics_europe@parker.com
www.par ker.com/chomerics

emcia Member

Murata has added a series of
500V-rated low loss monolithic
ceramic capacitors for high
frequency applicationsto thelineup
of its popular GQM series, by
integrating its low loss materials
technology and its base metal
electrode technology. The GQM22
series is the world's first 500V-
rated MLCC with base metal
electrodes, featuring high Q-factor,
tight capacitance tolerance and
excellent high  frequency
characteristics.

Although the use of base metal
electrodes has been known to be
effective in reducing loss and
improving Q-factor, their use had
until now been accompanied by
problems involving characteristic
adjustments and firing conditions,
among other issues. With the
addition of the GQM22 series,
Murata has used its materials
technology and co-fired ceramic
technology to make the use of base
metal electrodes possible.

The GQM22 series is ideal for
matching or coupling circuits used
in applications such as power
amplifiers for mobile
communication, WiMAX and LTE
base stations, as well as other
related high frequency RF modules.
Together with Murata's existing
100V and 250V-rated products, the

introduction of the GQM22 series
makes high Q and low ESR
possible at VHF, UHF and GHz
frequencies. The new devices
feature a40% improvement in Q at
1MHz over Murata’s general-
purpose medium and high voltage
capacitors.

With dimensions of 2.8 x 2.8 x
1.15mm and capacitance ranging
from 0.5pF to 100pF, the GQM
series may be used for tight
tolerance products (around
capacitance tolerancet0.1pF). DC
withstand voltage is 1250V. Q-
factor may be calculated asfollows:
Q>800+20C where C is the
nominal capacitance of the product
in pF and is between 1 and 30pF.
Above 30pF, Q>1400, measured at
1MHz. Operating temperature
range of the GQM22 series is -55
to +125degC.

Tel: +44 (0) 1252 811666
ayatonooka@mur ata.co.uk
www.mur ata.eu

AR Pulse Probe Approved For FORD-EM C-CS-2009 Specification

AR/RFMicrowavelngrumentation
has the distinction of having the
only commercially available pulsed
E-field probe that is approved by
name in the new FORD-EMC-CS-
2009 specification.

The new specification, which
addresses the pulse e-field probe
method calibration for ALSE
method bands 6 & 7, singlesout AR
Model PL7004 (800 MHz — 3.6
GHz / 80 — 800 V/m) as the only
commercia pulsed E-field probe
capableof accurately measuring the
high-field strengths needed to
conduct the tests.

The PL7004 |aser powered E-field

probe was created specifically for
use in measuring E-fields found in
radiated immunity testing and
GMW3097 and FORD-EMC-CS-

2009 automotive radar pulse tests.
It is designed to measure the RMS
value of the “on” time of a pulsed
electric field. Each probe is
supplied with basic calibration data.
A smart, fast, extremely accurate
pulsed electric field probe, the
PL7004 contains an internal
microprocessor to provide
linearization, temperature compen-
sation, control and communication
functions. Noise reduction and
temperature compensation allow
accurate measurements without
zero adjustment.

The probeislaser-powered to allow
for continuous operation without

battery recharging or replacement.
It communicates and is powered
through glass fiber optic cables, up
to 100 meters long, connecting to
the FI7000 interface. X, Y, Z, and
composite readings can be returned
through the FI7000 in 20
millisecond. This probe can
measure pulsed electric fields with
pulse rates a low as 200 Hz and
pulse widths as short as 1uS.

The PL7004 is not designed to
respond to CW fields. AR offersan
extensive line of field probes for
CW measurement.

Tel: +1 215 723 8181
www.ar-wor ldwide.com

L ooking for an EM C Company or Product?

Go to www.theemcjour nal.com and click on EMC Company and Product Finder in the Lefthand Menu.
For a copy of the EMC Yearbook 2010 email: pam@nutwooduk.co.uk
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L aboratories

“1 am convinced there is a wide audience out there who need to learn about EMC and just
don't knowthefirst thing about it. Thereisnotrue, well rounded and simple, all encompassing,
beginners course for EMC until now... EMC Goggles. Also an excellent precursor to the

EMCUK Training courses.” John Davis.

Almost without exception people improve their performance
when they dedicate themselvesto years of practice and training.
Thisistrue whether it isin the arts or the sciences, or in sport,
in hairdressing even, and in countless other professions or
pastimes.

As we all know experience counts for a lot. For any given
situation, if you' ve comeacrossit before, you'll not be surprised
when it crops up next time and you’ re much better equipped to
deal with it. With experience you are free from concentrating
on the complex redlities of the issues and you can simply deal
with them. With experience, problems are expected and even
what the layman cannot foresee can be anticipated.

The experienced EM C engineer is no different.

For the last 20 years | have worked in six accredited EMC test
laboratories. 1've been involved in actually building three of
them. In recent years I've had increasing involvement in
[aboratory management, accreditationissues, EMC consultancy,
staff training, and there’s my involvement in standards
development, through both BSi and the IEC. Of course | still
assist Blackwood Labs customers in understanding their
requirements, | help them to fix their failures and | regularly
perform internal technical audits. The hands-on testing has
eased up for me in recent years, but | maintain that my EMC
testing experience remains intact. And with my other EMC
experiences, | would say that | now have an extremely well
rounded knowledge of the world of EMC.

Of course, | don't profess to be alone here. There are many
highly experienced EMC test engineers and consultants out
there, each of ushaving different experiences, each of ushaving
different specialities, of course.

What my experiences have given meis abroad understanding
of the requirements for products; the Directive, the Law, the
routesto compliance, etc. | also have avery good understanding
of the standards and the tests (and if you can understand the
nature of the tests then you are half way to meeting them).
From just looking over products| can seewherethetroublesome
areas are, where the failures are likely to be, prior to testing. |
am also able to diagnose and fix failures in the laboratory

quickly and effectively because over the years | have learnt
what works and what doesn’t for almost any given situation.

In essence | have a different view of the product compared to
the product designer. | and others with similar experience to
me are looking at the product through what | call “EMC
Goggles’.

It sounds magical but it's not. EMC Goggles is only a
metaphoric phrase. | certainly do not have a pair of tangible
EMC Gogglesin my pocket that enable me to actually seethe
emissions. EMC Gogglesis simply a phrase | use to sum up
what | have got frommy 20 yearsin EMC. Asl said they allow
me to see things differently and | don’t need to trouble myself
with all the complexities of the science.

EMC itself isoften considered to be magical. How many times
have you heard it referred to as a“black art”? Well | say it's
not magical and it's not a “black art”! | say EMC issimply a
complex science. The calculations and algorithms needed to
predict EMC performance of even avery basic product are a
massive mathematical undertaking. And even then, in the
laboratory the actual results will almost certainly be different
to that which was expected. | know that the EM C performance
of a product is far too complicated for me to calculate! |
certainly don’t understand Maxwell’sequationsand | don’t think
| ever will. There's nothing wrong with Maxwell’s equations
as far as | know, and I’m sure there is absolutely a place for
themin our wider industry. But they’re certainly not neededin
seeking EMC product compliance.

An athlete doesn’t need to understand the
science of propulsion and gravity when he
competes in the 110m hurdles. He just needs
to know how to deal with them and how to
maximise his performance with them there.

A product designer doesn’t need to fully understand the deeper
complexities of EMC. He just needs training in how to deal
with it, what he must address and overcome to get his product
to market to make money.

The EMC Journal May 2010



| have created atraining course called EMC Goggles through
which | intend to present my understanding of EMC with tips
and tricks on how | have helped many thousands of products
through EMC compliance.

Yes, there are plenty of EMC training courses out there. But
there are no true, easily understood, yet all encompassing,
coursesfor EMC. | am convinced that thereis an audience out
there who need to learn about EMC but just don't know the
first thing about it.

If existing EMC training cour seswereintended
to train a hurdler then they would concentrate
on propulsion and gravity. EMC Goggles
teaches budding hurdlershow to runand jump!

EMC Goggles was created to fulfil a training need. EMC
Goggles is about giving the attendee a clear understanding of
the fundamentals of EMC such that their eyes are opened to
thewhole science. When you can see and understand thefuller
picture, then you can choose to delve into the deeper

complexities within. EMC Goggles is therefore an excellent
precursor to the more technical, specialised training courses,
as those courses offered at EMCUK.

| am convinced that any design engineer or compliance manager
who has attended the EM C Goggles course will have the tools
to get a compliant product to market much more efficiently
and at less cost. Design engineers and compliance managers
with EMC Goggles will become even higger assets to their
companies.

In essencethen, EMC Gogglesisavisualisation training course.
It's about seeing and understanding EMC as experience has
taught me to do. It's about not getting bogged down in the
complex realities and terminology that give it the “black art”
tag. Anyone with any level of understanding of engineering
will thrive onthe EM C Gogglestraining course. EMC Goggles
uses nothing more complex than Ohms Law, but that simplicity
doesn’'t belittle the course at all. This course doesn’t use
equations, yet it is packed full of “aha’ moments and jargon
busting which opens up the science of EMC like no other

existing training course.
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An exciting new approach to Training
for EMC beginners

Coming to a Venue near you soon

EMC Gogglesisavisualisation training course. It's about seeing and understanding
EMC. It'snot about getting bogged down in the complex realities and terminology
that give EMC the “black art” tag. The course uses nothing more complex than
OhmsLaw, but that doesn’t belittleit, the simplicity just makesit easier to understand.

Anyone with a basic level of engineering will thrive on this course. Although no
equations are used it is still packed full of “aha” moments and jargon busting which
opens up the science of EMC like no other existing training course. All supported
with superb Graphics, as samples illustrate.

Any product designer who attends EM C Goggleswill have thetoolsto get acompliant
product to market much more efficiently, and at less cost.

“EMC isnot a“black art”... it's simply a complex subject.

If you would like more information and notification of Venues and
Dates please email: info@emcgoggles.com

Supported By: Supported By:

Courses run by John Davies, Blackwood Compliance Laboratories.
ACADEMY

10 for Industry by Industry

the journal
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Ambient Cancellation... reality or fiction?

By David Mawddey, Laplace Instruments Ltd

Theissue of the effectiveness of ambient (background) noise
cancellation has been long debated. However, there seemsto
belittle published evidenceto justify the claims made by either
side of the debate. In the absence of a screened room, test
cell or chamber, we havetowork in avery noisy environment,
so any technique that can help would be welcome. The
problem could be likened to trying to listen to the guy with
the triangle at the back of the orchestra when all the other
instruments are playing at full volume!

The original study was done some years ago, but the work is
now updated and is published again as it covers a topic of
key importance to the self testing community.

This paper is the result of some simple experiments that were
performed by the author in an attempt to provide aclear answer
to the question ‘Does ambient cancellation work? . The
conclusions were (at least to me) unexpected and surprisingly
clear cut!

There are two situations in which cancellation may be used...,
identification and measurement. |dentification techniques are
used to simply locate EUT emission frequencies and/or source
locations in the presence of high ambients. In both cases the
use of near field probes providesavery effective answer. Those
who have attempted to locate emissionsreliably inthefar field
without some kind of ambient cancellation will know how
frustrating this can be.

Measurement techniques go one step further and are able
(potentially) to measure the EUT emission levels with some
degree of accuracy.

This paper addressesthis second, more demanding requirement.

Two approaches to the problem of ambient cancellation are
currently on offer from EMC test equipment manufacturers...

1. To measure just the ambient first, then to take a second
measurement with the EUT switched on and use software
to subtract thefirst from the second measurement (difference
technique).

To use atwin channel analyser that can either:

a. correlate a near field probe input with the far field
antennainput. The assumption being that any significant
emission must be detectable in the EUT near field and
that near field probes are *blind’ to ambient signals.

use two far field antennas, one at asignificant distance
from thetest site, and use difference techniquesto extract
the EUT emissions.
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Each technique has its pros and cons. None are perfect! For
instance technique 1 suffers in the presence of fluctuating
ambient (and ambients always fluctuate to some extent) but
hasthe advantage of potentially being accessibleto any standard
EMC receiver or analyser. Both options 2 require the use of a
specialist twin channel EM C analyser and 2(a) exposesasfalse
the assumption that near field probes are immune to ambient.
In reality, strong ambients are induced into any cabling
associated with the EUT and re-radiated as anear field signal.
Both 1 and 2(b) depend on the validity of the ‘difference’
technique, and it is this technique which is the subject of this
paper. Thevalidity of using somekind of ‘ difference’ traceto
calculate the emission levels from an EUT in the presence of
ambient is based on the assumption that the field strength will
increase when a second source with a frequency within the
RBW isswitched on. Thisseemsobvious, and is confirmed by
the behaviour of OATS sites. It iswell known that the ground-
reflected signal combines with the direct signal on a standard
site to increase the field strength by amost 6dB, which on a
linear scale is a x2 factor. Reasonable enough, given that the
two signalswill be of similar strength. Of course, thesignalsin
thiscase are strictly coherent (from the same source) and arein
phase. Changing the phase relationship (for instance, by varying
the height of the antenna) will completely ‘undo’ this happy
result. So phase matters. But does it matter when we are
considering an EUT emission with an ambient signal?

This is one of the aspects for investigation in the following
experiments.

Narrowband EUT
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Fig 1. Typical situation. A mix of broadband and
narrowband signals.

Indentify the main issues.
Signal types, broadband and/or narrowband?

Signals of both types are common, both from EUTs and in the
ambient. We should not assume that any cancellation technique
will work equally well (or badly) for all combinations of these
two signal types.
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It seems sensible to break down the problem into manageable
sectors. One way to achieve this is to consider the four
combinations of narrowband and broadband signals.

The easy situations...Where the ambient is broadband and the
EUT is narrowband, use of the QP detector will usually result
in suppression of the broadband signal, leaving the EUT
narrowband signal dominant, therefore easy to measure. This
is because broadband signals are by definition, impulsive, and
will therefore often be attenuated by the QP detector.
Narrowband signals are generally continuous and are therefore
not reduced by this detector.

Similarly, if the EUT is broadband and the ambient is
narrowband, it isobviousthat by looking at the EUT broadband
level either side of the ambient peak, the level is easily
measured.

Thesetwo situations described above are therefore not included
in the following work. Instead we concentrate on the
narrowband/narrowband and the broadband/broadband
situations as being potentially ‘difficult’.

Table 1 shows the potential combinations.

Possible Narrowband ambient | Broadband ambient
combinations
Narrowband If frequency Choice of detector
from EUT separation <IF B/W | can suppress
then peaks merge broadband but
together. Phase leave narrowband
issues may add (continuous)
complications. signals unaffected.
Possible ‘worst case’
scenario.
Broadband Broadband emissions | Another potentially
from EUT clearly observable ‘worst case’
either side of scenario.
narrowband ambient.
By definition,
broadband emissions
have relatively flat
characteristic.
The Method

It seems from the above that the toughest challenge for any
cancellation techniquesiswhen both EUT and ambient signals
are of the same type of signal. Therefore our experiments
modelled these two situations.

We created a known ‘ambient’ and a known ‘EUT’ signal and
studied how thefield strength as measured by an EM C analyser
was affected when both were on together. The type of signals
to createwerein linewith the above analysis, ietwo narrowband
sources and two broadband sources.

The narrowband experiment

The test involved the use of two emissions reference sources
(ERS) from Laplace Instruments Ltd, one to simulate the
background (ambient) level, the other to simulatean EUT. These
are ‘comb’ generators, essentially narrowband sources with a
continuous (in time domain) emission output. They radiate a
signal with 2MHz spacing and the two units have a very close

The EMC Journal May 2010

frequency matching (actually within 40ppm) , well within the
resol ution bandwidth of the analyser. Thus presenting an almost
‘worst case’ scenario. The close frequency matching prevents
the use of frequency discrimination to separate the signals and
the steady state nature of both prevents the use of averaging
techniques.

Cancelation experiment
~ The setup

“Ambient”

Fig 2. Test configuration

The ERSunitsactually givevery similar radiated output levels,
but they were located in different positionsin the test site (the
laboratory) so that the signals received at the measurement
antenna were different from each. The differenceis due to the
changein ‘site attenuation’ at the two locations.

The frequency range 350 - 450MHz was chosen as this range
was relatively free of other background signals. (note that this
test was done before Tetra arrived!).

Each ERS was initially measured separately. The one which
gavethelowest levels (as measured by the antenna) was chosen
to represent the EUT. Thiswe called unit A. The other (unit B)
then represented the ambient.

A sequencewasthen followed to represent anreal EMC test....
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The first plot shows the ‘ambient only’ (unit B) spectrum and
the increased level when the EUT is switched on, (unitsA and
B)

Notethat for clarity, we have plotted thelevel of only the2MHz
peaks, and omitted the intervening background.



The Difference trace technique - effectiveness
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The second plot shows the calculated difference trace.

Note that thisis NOT the simple difference (A-B) but one that
takes the log scaling into account (see below). This is the
estimated level of the emissions from the EUT.
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The third plot is a comparison of the estimated level and the
actual level of emissions from the EUT.

As can be seen, the difference technique has delivered a
remarkably good measurement of the actual emission level.

The Difference trace technique - effectiveness
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The fact that at 380MHz, the difference trace is within 4dB of
the actual even thoughthe EUT isover 15dB below the ambient
level, shows that this technique can be remarkably effective.

The difference calculation

To calculate the signal which caused thefield to risefrom level
XdBuV/mto level YdBuV/m we cannot simply subtract theto

numbers to find the difference. Subtracting two log values is
the equivalent of dividing one by the other. So these values
must be converted back to linear valuesfirst using the formula
X(lin) = 10*00929 gnd similarly for Y. Then thedifference Z(lin)
= X(lin) =Y (lin). Finally, Z(lin) is converted back to log (dB)
values. ZdBuV/m = 20log(Z(lin)).

Phase

This experiment has used two independent sources, hence the
signalsareincoherent. Incoherent signalsare not phaselocked.
This will be the reality when dealing with EMC applications
when an ambient signal is to be ‘cancelled’. There will be a
phase relationship between the EUT and each ambient source,
causing the combined field to fluctuatein level at the difference
frequency. So for example, a 253,456,789Hz ambient and a
253,456,800Hz EUT signal will mix to create a resultant that
fluctuates at 211Hz. When using a QP detector with aband C
time constant of 550msec, it is obvious that these fluctuations
will not affect the resultant. Indeed, for any phase effect to be
observed, the two frequencies will need to be totally stable to
within acouple of Hz, (within 0.001ppm). Possible, but highly
unlikely, especially over any meaningful period of time.

Ambient variation

The only problem that would affect the results is that of an
unstable ambient. A technique has been routinely used by the
author and others is to stabilise the ambient by using an
averaging technique when acquiring both the ambient result
and the ambient+EUT result. Thisis not the same as using an
‘Average' detector. It involves repeated scans and then at each
frequency, calculating the average level across all the scans.
Typically, using this technique on a set of 8 scans produces a
stable result. The difference trace then produces a relatively
‘clean’ measure of theemissionsfromthe EUT. Naturally, there
is often some rogue transmission that is timed so as to appear
asan EUT emission, but simple‘common sense’ investigations
soon identify these as not originating from the EUT.

Fig 3. ERS(left) and CNE

The Broadband experiment

The above procedure was repeated, but this time using two
broadband sources, the York Electromagnetics CNE
(Comparison Noise Emitters). These produce a relatively flat
output spectrum with high bandwidth impulsive noise sources.
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Broadoand sources
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Again the emissions from each were plotted separately at
first.
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antennawere plotted in thetime domain. Thefollowing 4 plots
are al acquired on a fast digitising DSO (500MHz sampling
rate). The time axisisin nanoseconds and the vertical scaleis
identical for all these plots.
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Plot sc1004 shows the ambient as output from the log periodic
antenna with no sources switched on.
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Then plotsweretaken with first one then both sources switched
on. The plot shows the results. The difference trace includes
intermittent excursions to minus infinity where the calculation
attemptsto find thelog of zero! The cause of thislittledifficulty
is at frequencies where the ambient result and the ambient +
EUT result are the same (or negative).

of Difference
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The final plot shows the actual EUT level (orange trace) and
the difference trace as calculated for the narrowband
experiment. The results show that the technique has failed to
provide even a rough estimate of the levels from the EUT.
Clearly the signals were not interacting together in the same
way as the narrowband sources. In an attempt to improve the
result, the difference was recal culated using avoltage base (V)
rather than a power base (V?).The magenta trace shows that
whilst it is better, there are till wide inconsistencies.

Use of the QP and Average detectors did not significantly
improve matters. In an attempt to resolve why the two signals
apparently did not ‘ sum’ together, the signalsfrom thereceiving
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Plots sta002 and stb000 show the signal from the antennawith
each source switched on independently. The impulsive nature
of these sourcesisimmediately evident. Fourier analysis shows
that for aflat (ish) spectrum in the frequency domain, the time
domain must have atransient nature. The signalsare completely
random in nature, as expected from noise sources.
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Plot sc1000 shows the two sources radiating simultaneously.
The frequency of the impulsive spikes has increased, in fact
doubled, but the peak levels are unaffected.

Thus a peak detector will generally maintain the same level as
the strongest source, unaffected by the presence of any source
with a lower level of impulsive peaks. This assumes that the
spectral bands of the two sources overlap. If this was not the
case, identification of the EUT emissions would be simple!

A calculation to show thelevel of signal in each waveform was
undertaken by summing the absolute values of al the DSO
samplesin each frame.

Ambient only 0.3696V
Source 1 3.7744V
Source 2 3.6467V

Both sources together  5.1472V

This shows that there is the expected increase in signal in the
time domain.

It wasthought initially that the use of an average or QP detector
would improve the performance of the difference technique.
This was not observed. Further thought regarding the average
and QP detectors as specified by CISPR16 shows why. The
output from these detectors is critically dependant on the
repetition rate of theincoming impulses. Time constantswithin
these detectors are such that for repetition rates above 10KHz,
the detector output will be equal to that of a peak detector. In
other words, once above 10K Hz, increasing the repetition rate
will have no effect. A study of the waveforms shows that
significant impul sesoccur at amedianinterval of approximately
300nS, equivalent to arepetition rate of 3.3MHz. Well above
10KHZ!

Clearly, the above analysis holds true for the noise sources we
used (the CNEs). Other noise sources with different
characteristics may behave differently. For instance, many
sources in the ‘real world’ are caused by mains frequency
switching devices (such as phase angle controllers). These have
an impul se repetition rate of 100Hz (or 120Hz). Doubling the
rate by introducing asecond source would increase the QP level
by some 3dB and the averagelevel by approximately 6dB. This
suggests that a difference technique would work, but factors
such asrelativetiming (ierelative phase angles) and duty cycle
may influence the results.

Coping with the real world

Overall, thisexperiment has shown that in real world situations
where both the background and the EUT emissions are
broadband with overlapping spectra, and the nature of the noise
sources is unknown, (this must be particularly true of the
background), the use of any difference technique should be
avoided where possible. In practice however, a modified
difference trace technique has been successful in detecting the
general spectrum of broadband emissions from an EUT, even
in situations of high level ambient. This modified technique
involvesthe use of an average scanning technique coupled with
apeak detector.

1. With the EUT off, free run the analyser and invoke trace
averaging to provide the average level at each frequency
point over the several sweeps.

2. When the resultant has stabilised, cease scanning and store
this as the background trace.

3. Switchthe EUT on and repeat the average scanning process
until the resultant has stabilised.

4. Plot the difference between the two results.

Although not recommended for accurate measurements, this
technique does seem to give an excellent estimation of the EUT
emissions for pre-compliance purposes.

Summary

Where the ambient and EUT sources are of different signal
types (narrowband and broadband) the measurement of EUT
emissionsisgenerally possible with common sense judgement.
The difference trace technique works well in the narrowband /
narrowband situation, provided that the background is stable.
However, additional techniques are available (ie averaging of
scans) that have proved very effective in coping with unstable
backgrounds.

When both ambient and EUT emissions are broadband,
measurements becomelessreliable and the difference technique
may fail even to provide an approximation of EUT levels.
However, the nature of the sources used in the experiment may
not be typical of the real world. Experience has consistently
shown that the difference trace technique does provide a useful
guidefor EUT emissions even in worst case situations. Thisis
probably due to the lower repetition rates (100s of Hz) that are
typically causing the ‘real’ broadband emissions. In addition,
experience shows that emissions from EUTs are usualy (but
not exclusively) narrowband in character above 30MHz.

In practice, measurement of EUT emissionsin the presence of
ambient has proved to be very effective. The combination of
trace averaging, difference trace processing and test technique
has consistently provided results that are within 8 dB of test
lab results.

David Mawdsley, Laplace | nstruments Ltd.

David can be contacted on +44 (0)1263 515160,
tech@laplace.co.uk or visit www.laplaceinstruments.com
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Keeping EMC on Track

By Jean -Louis Evans, Managing Director, TUV Product Service

Keeping EMC testing on-track

Electromagnetic interference occurs when electrical or
electronic equipment malfunctions due to electromagnetic
disturbances. Indeed, Electromagnetic Compatibility (EMC)
is defined as ‘the ability of a device, equipment or system to
function satisfactorily in its electromagnetic environment
without introducing intolerable disturbance to anything in that
environment'.

Poor EMC management and control can result in operational
problems, which in extreme cases can have a direct effect on
the safety of the rail network. Safety-critical systems, such
signalling and rolling stock equipment, must therefore be
designed, manufactured and tested prior to serviceintroduction
to ensure all EMC compliance and health and safety
requirements have been met.

RAILWAY SAFETY
N~ ASSESSOR

The EMC Directive

The EMC Directive was fully adopted in July 2009 and the
implementing regulationsin the UK arethe*EMC Regulations
Statutory Instrument 2006 No. 3418'.
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The essential requirements of the directive states that the
equipment shall be designed and manufactured so asto ensure
that:

e The electromagnetic disturbance it generates does not
exceed alevel above which radio and telecommunications
equipment, or other equipment, cannot operate asintended.

e Ithasalevel of immunity to the electromagnetic disturbance
to be expected initsintended use which allowsit to operate
without unacceptable degradation of its intended use.

Under the EMC Directive, manufacturers of apparatus must
prepare and maintain technical documentation and usually carry
out an EM C assessment. This processisthen followed by them
making adeclaration of conformity and affixing the CE marking.

The directive defines ‘ apparatus’ as ‘any finished appliance or
combination thereof made commercially available as asingle
functional unit’. The directive also addresses the EMC
compliance requirements for larger, complex apparatus which
can be moved and used in various locations, defining these as
‘mobile installations’. This means that the compliance
requirements for rolling stock are the same as those for
apparatus.

M eeting the standard

Manufacturers of apparatus must also take into account the
Harmonised European Standard EN 50121 relating to railways.
Thishasfive parts which cover emissions of the whole railway
system to the outside world, rolling stock, signalling and
telecommunications apparatus, as well as fixed power supply
installations and apparatus.

By testing to the appropriate standards, apparatus for use on-
board trains, signalling and telecommuni cations equipment, and
power supply apparatus can be declared to comply with the
EMC Directive as this provides a presumption of conformity.

For apparatus there is only one route to compliance — self
declaration with internal production control. . It is now at the
manufacturer’sdiscretion to involve an EMC Notified Body to
assess all or part of histechnical documentation. This requires
the manufacturer to:

e Produce Technica Documentation
e Perform an EMC Assessment

e Provide Additional Information (for identification of the
apparatus)



For apparatus where the EMC harmonised standards can be
appliedinfull, theresulting EMC test report will form the basis
of thetechnical documentation that the manufacturer isrequired
to keep under the EM C Directive. Where harmonised standards
cannot be applied in full (e.g. for rolling stock) then an EMC
assessment will need to be madein conjunction with thelimited
testing that can be performed.

Exceptionsto therule

Ideally EMC testing will be performed in an EMC test facility
and conform with the applicable test set-ups. In cases where
logistics are an issue for large or complex equipment, these
can be tested in-situ either at the manufacturer’s premises or
the final point of installation.

Much of thetechnology being used intherailway sector istried
and tested and available as commercial off the shelf (COTS)
equipment. However, these may have a lower EMC
performance than that specified for rail use. Where COTS
equipment isused, agap analysis should therefore be performed
against the standards to which the equipment has been tested
and the standard that best represents the final point of
installation. If a gap is identified, then additional testing may
be required unless a technical rationale can be used to
demonstrate compliance.

Bespoke approach

The EMC Directive also contains requirements for ‘certain
apparatus’, bespoke equipment intended for permanent
incorporation in afixed installation, which would not otherwise
be commercially available. In this case, such apparatus will
not require CE marking or the raising of a declaration of
conformity, with the directive specifying additional
documentation requirements.

Unique consider ations

Rolling stock has unique power supply characteristicsand these
low frequency emissions can interfere with signalling.
Furthermore, as modern rolling stock uses a wealth of
communication and control electronics, it's vital that these
perform reliably and safely.

Due to health, safety and operational issues caused with
conducting Radio Frequency (RF) immunity testing outside of
an EMC test facility, no testing of this type is conducted on
new or modified rolling stock. RF emissions measurements
should be made trackside, with the test site meeting the ‘free
space’ requirements as far as practically possible. The type of
rolling stock under consideration will determine if emission
measurements are made with therolling stock stationary or slow
moving and what systems are to be operational.

The electromagnetic characteristics of rolling stock will also
change if it has been modified or updated. Unfortunately for a
great deal of rolling stock running with ‘grandfather rights’,
the existing EMC characteristics are unknown. Before the
modification commences, an RF survey should therefore be
performed, with a further survey being conducted once all
modifications are complete. Thiswill allow a gap comparison
to be made.
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Documenting complexity

Therailway industry has such along history that older safety-
critical equipment running alongside more bespoke new
equipment is commonplace. It is therefore important that in
order to meet al regulatory and customer requirements that
the control of EMC throughout a product devel opment project
is documented and agreed upfront with all involved parties.
Testing should be conducted against all of therelevant standards
and where this is not possible, a technical rationale and
assessment produced to confirm how compliance has been
achieved.

TUV Product Service, Octagon House, Concorde Way,
Segensworth North, Fareham, Hants PO15 5RL.
Tel: +44 (0)1489 558100, info@tuvps.co.uk, www.tuvps.co.uk
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CISPR 16 Detectors

Issues regarding the application of CISPR Average, RMS-Average detectors and APD
measuring function with respect to product emissions standards

Teseq - Advanced Test Solutions for EMC

Abstract

Changes to detectors specified in CISPR 16-1-1 for EMC
measurement receiversaredescribed and related to therequirements
of each Cl SPR-based product standardin the EMC Directiveregime
that refers to CISPR 16-1-1.

Introduction

RF emissions tests to CISPR, and hence EN, standards, invariably
require that the instrumentation complies with CISPR 16. Changes
in the last few years to the base standard CISPR 16-1-1 take some
time to ripple through to the product standards which reference it.
Therefore there is a period during which the instrumentation
requirementsin product standardsarein transition. Thisnoteidentifies
the timescale that results for detector specifications in respect of
particular product standards.

The standard for instrumentation in the early 2000s was CISPR 16-1
Edition 2. This was re-organised in 2003 to separate it into initially
four, and now six, sub-parts. The relevant sub-part for measurement
instrumentation is CISPR 16-1-1, Specification for radio disturbance
and immunity measuring apparatus and methods — Radio disturbance
and immunity measuring apparatus: Measuring apparatus.

Old and new detectors within CISPR 16-1-1
Quasi-Peak, Peak and Average

These three detectors appear in CISPR 16-1: 1999 clauses 4.1, 4.2
and 4.3 respectively and have been well established for many years.
The first two are carried through to CISPR 16-1-1 clauses 4 and 5.
The average detector has changed, as noted below.

The CISPR Average detector

Where the disturbance is not steady, the reading of the measuring
receiver isobserved for at |east 15 sfor each measurement; the highest
reading is recorded, with the exception of isolated clicks, which are
ignored. If averaging is applied throughout the period of 15 s, then
intermittent narrowband disturbances will be suppressed or at least
averaged so that the measured value does not correspond with the
interference effect of the disturbance. This was regarded as
unacceptable, and CISPR 16-1 was consequently amended to specify
clause 4.3.4.3 (6.4.3 in CISPR 16-1-1), “Response to intermittent,
unsteady and drifting narrowband disturbances’. This amendment
specifies ameter time constant following the envel ope detector. The
amendment appeared as Am 1 to CISPR 16-1 in 2002. Receivers
designed before the amendment was published will probably not
implement this time constant. The effect is only relevant for pulsed
or intermittent disturbances with alow pulse repetition frequency, in
which case the measured amplitude increases with respect to the un-
amended detector.

To distinguish between the two versions, the later, amended detector
is usually called the “CISPR Average” detector, while the earlier
versioniscalled the“Average” detector. However, product standards
which make reference to average measurements do not usually make
this distinction.

The RM S-Aver age detector

From the introduction to CISPR/A/680/CDV, “Weighting of
interference according to itseffect on digital communication services’:
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“Thetransition from analogueto digital radio-communication services
has happened in many areas and is still proceeding. The introduction
of a new detector type may follow this transition, which may be
regarded in termsof frequency ranges: Above 1 GHz, the use of digital
radio-communication systems is more common than below. This is
because frequency ranges above 1 GHz were available for new
techniques. Also, CISPR 16-1-1 currently only defines the peak and
the average detectors for use above 1 GHz. The use of the average
detector as a weighting detector is questionable because its pulse
response does not agree with the results of investigations; the peak
detector does not consider the minimal effect of lower pul serepetition
frequencies at all.”

Thus a new weighting has been proposed. This is achieved by
employing a weighting detector that is a combination of the RMS
detector (for pulse repetition frequencies above a corner frequency
f.) and the average detector (for pulse repetition frequencies below
the corner frequency f ) thus achieving a pulse response curve with
the following characteristics:

e 10 dB/decade above the corner frequency and
e 20 dB/decade below the corner frequency.

This is described as the “RMS-Average” detector and it has been
implemented in CISPR 16-1-1 by replacing the pre-existing Clause
7: “RMS measuring receivers for the frequency range 9 kHz to 1 000
MHz” with a new Clause, “Measuring receivers with RM S-average
detector for the frequency range 9 kHz to 18 GHz". Product standards
have up till now avoided calling up this new detector type and so
athough it isnow available in CISPR 16-1-1, it hasyet to be used in
practice. However, it will appear asan aternativein CISPR 13 Edition
5, about to be published.

The APD measuring function

The “amplitude probability distribution” of a disturbance is defined
as the cumulative distribution of the “probability of time that the
amplitude of disturbance exceedsaspecified level”. It can be measured
at the output of the envel ope detector or the succeeding circuits of an
RF measuring receiver or a spectrum analyzer. The amplitude of
disturbance is expressed in terms of the corresponding field strength
or voltage at the receiver input. Usualy, an APD measurement is
carried out at a fixed frequency.

The APD measuring function will be an additional function of the
measuring apparatus and may be attached to, or incorporated in the
measuring instrument.

Proposed in 1997 to CISPR/A by the Japanese National Committee,
the APD function was eventually implemented in the second edition
of CISPR 16-1-1. Product standards do not yet reference it.

Changes to CISPR 16-1-1 with respect to these
detectors

CISPR Average detector

This was implemented in Am 1:2002 to CISPR 16-1:1999, and has
been arequirement in all subsequent editions of CISPR 16-1-1. The
peak and CISPR Average detectors (not the QP detector) were
extended above 1GHz to cover the frequency range from 9kHz to
18GHz in the second edition, CISPR 16-1-1:2006.



RM S-Average detector
This was implemented in Am 2:2007 to CISPR 16-1-1:2006, the
second ediition.

The APD measuring function
This was implemented in CISPR 16-1-1:2006, the second edition.

Revisions to CISPR product standards that
reference CISPR 16-1-1

The mandatory requirement to actually have a particular detector
version or function in a receiver in atest laboratory depends on the
product standard(s) to which that laboratory is testing. A product
standard will make reference to various parts of CISPR 16 in its
“Normative references’ section. If the reference is dated, only that
specific document is to be used; subseguent amendments and new
editions are to be ignored. If it is undated, the latest amendments
and/or new editions are to be applied.

In the European regime, CISPR product standards are not used
directly. Instead, their equivalent EN versions must be used, with
dates of application set out in occasiona listings published in the
Official Journal of the EU (OJEU). Each EN product standard includes
an “Annex ZA” at the back which translates the CISPR normative
references into EN equivalent references; the dates in the EN
references are the relevant ones for application under European
Directives.

Therefore, to arrive at the applicability of specific versions of
instrumentation in the context of product standards used for European
Directives, it is hecessary to consider:

e Themandatory dates of application of the EN product standards,
published in the OJEU;

e TheAnnex ZAs of the specific product standards, at the back of
the EN document, and whether they make dated or undated
reference to the CISPR 16 series;

e From what version of CISPR 16 a particular instrumentation
change is required.

Also, of course, the required detector depends on what tests the
product standard mandates, over what frequency range.

Table of product standar ds ver sus detector
requirement

The following table relates the European dates of application in the
case of 7 product standards, to the requirement for the CISPR Average
detector. Both the base CISPR and equivalent EN product standards
are considered, asin one case (CISPR 13) thereis a difference. Note
that neither the RM S-Average detector nor the APD functions are yet
referenced in these product standards.

Teseq Ltd, 5 Ashville Way, Molly Millars Lane, Wokingham,
Berks, RG41 2PL. Tel: +44 (0)118 936 6101, uksal es@teseq.com,
WwWw.teseq.com.

A1: 2005 to CISPR 22:

Product standard: EN | Mandatory from Refers to CISPR 16-1 version CISPR Average detector
required?

EN 55011: 2007 + A1+ |1.11.2009 CISPR 16-1: 1999, dated No *

A2

EN 55012: 2007 1.9.2010 EN 55016-1-1: 2007, dated Yes

EN 55013: 2001 + A1 + |Expired CISPR 16-1: 1999, dated No *

A2

EN 55014-1: 2000 + A1 |Expired CISPR 16-1:1993, dated No *

+ A2

EN 55014-1: 2006 1.9.2009 EN 55016-1-1: 2004, dated Yes

EN 55015: 2006 1.9.2009 EN 55016-1-1: 2004, dated Yes

EN 55022: 1998 1.10.2009 for CISPR 16-1:1993, dated No *
amendments

EN 55022: 2006 1.10.2009 EN 55016-1-1:2004, dated Yes

A1: 2007 to EN 55022: |1.10.2010 No change from the above references, but adds tests above 1GHz **

2006

Product standard:

CISPR

CISPR 11: 2003 + A1 + CISPR 16-1: 1999, dated No

A2

CISPR 12: 2007 CISPR 16-1-1: 2006, dated Yes

CISPR 13: 2001 + A1 + CISPR 16-1 undated Yes

A2

CISPR 14-1: 2000 + A1 CISPR 16-1: 1993, dated No

+ A2

CISPR 14-1: 2005 CISPR 16-1-1: 2003, dated Yes

CISPR 15: 2005 CISPR 16-1-1: 2003, dated Yes

CISPR 22: 1997 CISPR 16-1: 1993, dated No

CISPR 22: 2005 CISPR 16-1-1:2003, dated Yes

2005

Mo change from the above references, but adds tests above 1GHz **

CISPR 25: 2008

CISPR 16-1-1:2006, + A1:2006 + A2:2007 IYES

* Note: the European standard EN 55016-1-1: 2004 has a dow (date of withdrawal of conflicting standards) of 1% September 2007. This
implies that earlier European versions, if they had existed, should not be used after this date. However, the EN product standards that
make dated reference directly to CISPR 16-1:1993 or :1999 should not be affected by this.

** Note: it may be concluded that, for CISPR22: 2005 + A1: 2005, the CISPR Average detector is now necessary on test receivers both
below and above 1GHz; however the document makes a dated reference to the first edition of CISPR 16-1-1 (EN 55016-1-1), which refers
only to reduction of spectrum analyser video bandwidth for detector weighting above 1GHz.
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Fundamentals of RTCA/DO-160F, Section 22:
Lightning Induced Transient Susceptibility

By LouisA. Feudi and Robert Given, Thermo Scientific

Over the past few years, the standard RTCA/DO-160, Section
22 has undergone multiple revisions. As a member of the
Aerospace Test Industry, | regularly receive articles and news
informing me of the latest changes being implemented to the
standard. However, for otherswho are new to the requirements,
many questions are left unanswered. Inmy travels, | am often
asked the same fundamental questions. Thisarticleisintended
to introduce the requirements of DO-160, Section 22, and to
address some of those fundamental questions.

What isthe RTCA?
To better understand the RTCA asit appliesto Section 22, let’s
take alook at the Foreword for DO-160 Version F.

Who isRTCA?

The Radio Technical Commission for Aeronautics, organized
in 1935 and now known as RTCA, Inc. includes roughly 335
government, industry and academic organizations from the
United States and around the world. For aclear understanding
of the organization we refer to the Foreword: RTCA,
Incorporated is a not-for-profit corporation formed to advance
the art and science of aviation and aviation electronic systems
for the benefit of the public. The organization functions as a
Federal Advisory Committee and develops consensus based
recommendations on contemporary aviation issues.*

Author’s Commentary: This means that the requirements
in RTCA DO-160 F are Advisory requirements, not
Mandatory requirements.

What are RTCA’s objectives?

Again, et usrefer to the Foreword for DO 160F to answer this
question. RTCA's objectives include but are not limited to:

e coalescing aviation system user and provider technical
requirementsin amanner that hel psgovernment and industry
meet their mutual objectives and responsibilities;

Author’sCommentary: They mediate requirements between
Aircraft part manufacturers, aircraft manufacturers, and
Airlines.

» analyzing and recommending solutions to the system
technical issuesthat aviation facesasit continuesto pursue
increased safety, system capacity and efficiency;

Author’s Commentary: They come up with requirements
that try to keep the planes in the air under adverse
environmental conditions.

» developing consensus on the application of pertinent
technology to fulfill user and provider requirements,
including development of minimum operational
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performance standardsfor electronic systemsand equipment
that support aviation;

Author’s Commentary: They get both airplane
manufacturers and component manufacturersto agree on a
minimum operational performance standard while the
product is being stressed (immunity).

and;

e assisting in developing the appropriate technical material
upon which positions for the International Civil Aviation
Organization and the International Telecommunications
Union and other appropriateinternational organizationscan
be based.*

Author’s Commentary: Worldwide Organizations adopt
these requirements as their positions on issues that arise.

How important are RTCA’s standar ds?

Looking again at the Foreword for DO-160F, we learn that the
organization’s recommendations are often used asthe basisfor
government and private sector decisions as well as the
foundation for many Federal Aviation Administration technical
Standard Orders. Since RTCA isnot an official agency of the
United States Government, its recommendations may not be
regarded as statements of official government policy unless so
enunciated by the U.S. government organization or agency
having statutory jurisdiction over any matters to which the
recommendations relate.

Author’s Commentary: When an aircraft manufacturer
(Boeing, Airbus, DeHavilland, Embraer, Fairchild, General
Dynamics, Goodyear, Grumman, Gulfstream American,
etc.) isdeciding on purchasing criteriafor its Tier one, two
and three vendor parts, it can use any or all of the
requirements in the standard as part of its buying criteria.
That means ailmost all of the electronics incorporated into
an airplane need to meet some part of this standard.

Who else uses these standar ds?

Wefind the answer to this question also in the Foreword of the
standard: These standards were coordinated by RTCA SC-135
with the European Organisation for Civil Aviation Equipment
(EUROCAE) Working Groups (WGs) 14 and 31. EUROCAE
concurs with RTCA on the environmental conditions and test
procedures set forth herein. When approved by EUROCAE,
this document will be identified jointly as RTCA DO-160E/
EUROCAE ED-14E.*

Author’s Commentary: The Europeans have similar if not
identical requirements, when the standard is adopted as
RTCA DO-160E/EUROCAE ED-14E.



What isthe SAE?

SAE International is a global technology information and
standar ds-setting resource for the aerospace, automotive, and
commercia vehicle industries. In addition to standards
development and publication, SAE holds annual and biennial
conferencesand tradeshows, periodic industry seminars, student
Collegiate Design competitions, all focused on all facets of
transportation.

SAE Aerospace is a sub group of SAE International. Their
focus is on writing Aerospace Standards (AS),which apply to
missile, airframe, ground support equipment, propulsion,
propeller and accessory equipment; Aerospace Recommended
Practices (ARP), which provide recommendations for
engineering design and provide background information and
research to support those recommendations. and Aerospace
information Reports (AIR), which contain generally accepted
industry engineering data and information.

AE-2 is the SAE Lightning Committee established by the
Aerospace Council of SAE. They draft and publish the
recommended requirements for Indirect Lightning Strikes,
based largely on industry and SAE research and knowledge.
These requirements are very often adopted into RTCA by the
RTCA SC-135 subcommittee, who isresponsiblefor the content
of DO-160.

The fundamental document that defined the environment and
test waveforms used in DO-160, Section 22, and accounted for
the lightning data and analysis necessary to support these
requirements, is SAE ARP5412, “Aircraft Lightning
Environment and Related Test Waveforms,” originally published
in 1999, and revised to Revision A in 2005. This document
explains where the concepts of Multistroke, Multi Burst and
the current test waveforms originated.

Changesin requirements over the past few
years

Many airplane components have to keep working under
environmental stress conditions. One of those conditions is
lightning. So many airplane manufacturers specify Section 22
as one of the requirements for critical systems, like guidance,
radar, communications, engine control, heat and air controls,
etc.

We sometimes think of avionics as being the navigation and
communications equipment, but it also includes engine controls,
servo motor controllersfor control surfaceslikeailerons, rudder
and flaps, landing gear controls, radar, even satellite TV, Wi-
Fi, and entertainment systems.

RevisionsE and F of DO 160 aredriven by the use of composite
materials used for airframe construction on recent planes like
the Boeing 787 Dreamliner and Airbus A380 (Figure 1).

mm CFRP
GFRP

N Hybrid (C +G)
Glare

Vertical Stabilzer

Allerons

Harizontal Stabsdizes
Ot Bos

Flap Track Farings Tail Cone

Outer Flap_ L e
) ) S A
Leadng Edge/ J Nose o ‘---.’i" = Presaure Bulkhead
2 - Upper-Deck Floor Beame
] Belty Fairing Skins.

Radome s s —— Overwing Panel

Trailing Edge Upper and
Lower Panels and Shroud Box

MNosa landng Spciers
Gaar Doots
Main and Contor Main Landing Gear Layg Fairing Door
Landing Goar Doors

Pylon Fairings
Cantral Torsion Boy and Nacelles Cowlings
Mot Shown: CFRP
Passenger Floor Panel
and Struls

aant
.....
wwd
wne®
T

........
"
an

W
......
gant

B Carbon laminate
H Carbon sandwich
M Other composites
W Atuminum

B Titanium

Figure 1 shows current and intended uses for composite
materials in the construction of airplanes

Carbon Fiber (CF), also known as graphite fiber, or carbon
graphite, is a material composed of ultra-thin fibers (0.005-
0.010mm diameter) of aligned crystalline Carbon atoms (see
Figure 2). The crystalline alignment makesthe fiber extremely
strong for its size. Thousands of fibers are twisted together to
form ayarn, which is often woven into a fabric material. The
fiber, combined with a polymer, and heated through various
processes, forms a composite material that is extremely strong
for its lightweight construction. This lightweight property
makesthe use of Carbon Fiber Composite (CFC) very attractive
to the aerospace industry where weight/thrust ratios are critical
for operation, manoeuvrability, and fuel efficiency.

Figure 2 shows a single carbon filament (bottom left to top right)
laid across a human hair

Prior to CFC materials, the airframe and most other parts of
the airplane were made of metal. Thus, if a lightning strike
occurred at the nose of the plane, during takeoff for instance,
the lightning would travel outside the planeto thetail, exit the
surface of the plane, and continue to ground. The solid metal
construction of the airframe acted as a Faraday cage, with an
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extremely low impedance path. This prevented coupling of
voltages and currents on theinternal wiring of the plane, which
usually was routed along the side of the plane, between the
inside of the outer skin and the interior bulkhead. This also
greatly reduced the susceptibility of the mission critical
components located in the plane.

CFC materials, however, don’'t conduct lightning currents the
way metal airframes do. Asaresult, the increased impedance
of the outer skin as a path for the lightning increases the
possibility of higher voltages and currents coupling directly
onto internal cables and into the avionics equipment on the
aircraft.

RTCA’'s Multi Stroke, Multi Burst and SAE’s
ARP5412 revision A

For the newly initiated, DO-160F currently calls out six
individual waveforms. Understanding why these waveforms
were incorporated into DO-160 comes from referencing the
previously mentioned Aerospace Recommended Practice
(ARP) 5412 rev. A. Under the scope of the document, the
“standardized external current waveforms have in turn been
used to derive standardized transient voltage and current
waveforms which can be expected to appear on the cable
bundles and at equipment interfaces. The test waveforms are
considered to be adequate for the demonstration of compliance
for the protection of an aircraft and its systems against the
lightning environment.” 2

ARP5412 rev A (hereafter referred to asARP5412) devotes an
entire section to the description of lightning and the variety of
forms that lightning can occur. Lightning flashes are the
discharging of strong electric fields, or charge centers, within
cumulonimbus clouds (Cumulonimbus clouds can form alone,
in clusters, or along a cold front in a squall line. They create
lightning through the heart of the cloud). There are three types
of lightning flashes which may occur:

e Flashes between cloud regions of opposite polarity within
the same cloud called intra cloud discharges

e Flashes between cloud regions of opposite polarity in
different clouds called inter cloud discharges

e Flashes from clouds to ground or the reverse (in instances
of high ground locations like mountains and towers)

When a negative cloud to ground flash occurs, the discharge
process starts with the formation of a 1-10m wide ionized
columnthat travelsin zigzag stepstoward the earth. Theleader
may form branches on the way down to the ground. When the
leader gets close to the ground, it causes buildup of high fields
near trees and buildings. These then send up leaders to meet
thetip of thedownward leader. When they meet, areturn stroke
is initiated, retracing and discharging the leader channel,
resulting in a bright flash and high current pulse. After the
initial return stroke, subsequent strokes can occur from higher
regionsof the cloud through the downward leader stroke. These
subsequent strokesare usually of lower amplitudethan theinitial
return stroke.

Thisistheidealized basisfor the Multi Stroke Test parameters
of DO-160, Section 22. An illustration from the standard is
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shown in Figure 3. Theinitia stroke is the highest amplitude
of the Multi Stroke application, with subsequent strokes (up to
14) at alower but repeated amplitude.

First
Transient
Level

First Transient 10 ms < 't < 200ms

[ *|
Subsequent Subsequent Subsequent  Subsequent

1 2 3 13 14 |
|

Subsequent
Transient
Lovel

<«———— 1.5 Seconds

One first transient followed by thirtesn subsequent translents distributed over a period
of up to 1.5 seconds

Figure3. Multi Stroke Application of a Waveform

Inter- and Intra- cloud discharges behave differently than cloud
to ground (and vice-versa) discharges. Most of the data
recorded for inter- and intra- cloud discharges come from
instrumented aircraft employed inthe USA and Franceto record
the characteristics of these types of flashes. Although cloud
flashes are less severe than flashes to the ground, it was noted
that the rise time of the cloud flashes were significantly shorter
(less than 0.4 us) and often occurred in grouped pulses during
the initial attachment and final detachment phases of the
discharges. These short duration, lower amplitude initial and
final phases are the basis for the Multi Burst application of
Waveform 3. Anillustration of the Multiburst Waveform set is
shown in Illustration 4. One burst is normally composed of 20
pulses.
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Figure 4. Multiburst Waveform Set

20 Transients

Time

Waveforms 1, 2, 3, 4, 5A and 5B

We now jump to section 7 of ARP5412, which describes the
idealized transient waveforms intended for verification of
adequate protection of systems and equipment from indirect
lightning effects. This section states that there are multiple
mechanismsthat can inducelightning transientsinside the plane
from the external lightning environment, but broadly divides



them into 2 categories: Aperture Coupling and Resistive
Coupling.

Actua induced transients are complex waveforms that result
from both coupling methods, but for test purposes, they have
been kept separate. ARP5412 states that magnetic fields
penetrating through apertures (electromagnetically transparent
openings) will induce:

1. acurrent waveshape in conductors or shields terminated to
the structure through low impedances at each end.,(Figure 5)

Peak —
T1=6.4 microseconds + 20%
T2 =69 microseconds + 20%
50% 11— — — —
|
I I
| I
| I
. |
01 T2 t

Figure 5 - Waveform 1 — Current
Double exponential 6.4us X 69us (to 50%)

2. avoltage waveshape in loops existing between cables and
the structure (Figure 6)

T1 =100 nanoseconds maximum

T2 =6.4 microseconds + 20%

T\t

Figure 6 - Waveform 2 — Voltage
Double exponential 100ns X 6.4us (at zero crossing)

3. damped oscillatory voltage and current waveformsresulting
from excited resonances on coupled interior cables. IMHz and
10 MHz frequencies representing long and short cable lengths,
respectively. (Figure 7)

vii
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Peai 25% to 75%
/_ of Largest Peak

50%

Figure 7 - Waveform 3 — Voltage/Current
Ringing wave, sine or cosine IMHz and 10MHz

Resistive Coupling will produce :

1. voltagesin conductors within shields due to shield current
and shield transfer impedance (Figure 8) and
v
Peak —

T1=6.4 Microseconds + 20%

T2 =69 Microseconds + 20%

50%—

Figure 8 - Waveform 4 — \Voltage
Double Exponential 6.4us x 69us (to 50%)

2. voltages produced by loops existing between cables and
theairframe structure (resulting from variancesin voltage from
the endpoint locations of the cable at different locations on the
airframe) and voltages resulting from diffused fields through
the structural material (Figure 9). Figure 9 shows 2 different
waveforms to cover the wide variance of frame resistance
represented by metal and carbon fiber composite airframes.
iv

Peak 5A T1=40 Microseconds + 20%

T2 =120 Microseconds + 20%

5B T1 =50 Microseconds + 20%
T2 =500 Microseconds + 20%

|
|
I
I
|

t

T1 T2
Figure 9 Waveform 5A — Voltage/Current
Double Exponential 40us X 120us (to 50%)

Waveform 5B — Voltage/Current
Double Exponential 50us X 500us (to 50%)
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Waveform Power Levels
There are five Test Power Levels, where Level 1 isthe lowest
and Level 5 isthe highest.

= Levell
e Equipment and wiring are installed in awell protected
environment
= Level 2
e Equipment and wiring are in a partially protected
environment
= Level 3
e Equipment and wiring arein amoder ate el ectromagnetic
environment
= Level4and5
e Equipment and wiring are in severe electromagnetic
environments

Power levels specified in DO-160 Section 22 are often based
upon how critical the component is for flight operation and/or
wherethe unit islocated within the aircraft. Greater resistance
or spacing from apertures will result in lower power levels.
Power levels can also be dictated by the component purchaser
or plane manufacturer, based upon other factors. An example
isaplane manufacturer may wish toincreasetheimmunity level
of entertainment systems on long range aircraft, with the idea
that they are morelikely to experience multiplelightning strikes
and more likely to fail during a 14 hour flight.

Testing methods
There arethree primary methods of testing aircraft components

Pin Injection — This method is used to directly inject the
waveform into connector pins of both cables and printed
wiring boards.

Cable Bundle Induction — This method uses a coupling
transformer to inductively couple the waveform onto the
cable bundle.

Ground I njection — Thismethod isoften used asan alternate
method to inject the waveform onto the ground wire of the
unit under test, referenced to the Ground planethat islocated
on the surface of the test table.

Methods of testing are often dictated by the purchaser, using
categorizations defined in DO-160, and involving specific
waveform sets for different coupling means. Figure 10 shows
the Table for Pin Injection for both aperture coupling and
resistive and aperture coupling, and specifieswhich waveforms
are to be applied.

Table 22-1.1 Pin Injection Test Requirements

Waveform Test Test Waveform
Set Type TestLovels Nos. (Vocl/lsc)
A Pin Table 22-2 3/3, 411
(aperture coupling) —_ !
B
(aperture and Pin | Table 22-2 3/3, 5A/5A
resistance coupling)
Figure 10
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Figure 11 shows the table for Cable Bundle Induction Testing,
and indicates the categories for various Aperture and Resistive
Couplings. Figure 12 shows an example of a Cable Bundle
Injection Transformer.

Table 22-1.2 Cable Bundle Test Requirements

Test
Waveform Set | Test Type | Test Levels | Waveform
Nos.
C Single
(unshielded, Tl Table 22-3 2,3
aperture coupling)
D
(unshielded, Single g
aperture and Stroke Table 22-3 ek
resistance coupling)
E Single
(shielded aperture Str(?ke Table 22-3 1,3
coupling)
F
(shielded, aperture Single
and resistance Stroke a2t 2
coupling)
Single
Stroke Table 22-3 2,3
G (unshielded, Multiple
aperture coupling) Stroke Table 224 2,3
Multiple
Burst Table 22-5 3
Single
§ Stroke Table 22-3 2,3,4
(unshielded, Multiple
aperture and Stroke Table 22-4 ZR
resistance coupling) -
Multiple
Burst Table 22-5 3
Single
Stroke Table 22-3 1,3
J :
. Multiple
(shielded _aperlure Stroke Table 22-4 1,3
coupling)
Multiple
Burst Table 22-5 3
Single
< Stroke Table 22-3 3, 5A
(shielded, aperture Multiple
and resistance Stroke Table 224 3, 5A
coupling) .
Multiple
Burst Table 22-5 3
Figure 11



e. Gthrough K specify cable bundle single, multi-stroke and
multi-burst

f. Z means other tests were conducted

These letters (A-K, Z) are used as part of a classification code
often provided by the buyer (Airplane Manufacturer) who
determines what coupling may occur and what induced
conditions may be expected on their airplane, based upon
construction materials, unit location and expected coupling
ZOnes.

Mil Sd 461

The content presented above represents an explanation of the
fundamentals of DO-160 Section 22 Testing for Indirect
Lightning effects. Understanding the originsand justifications
of the requirements often help in determining the course of
action needed to test a product. Current expectations are that
the requirements listed in DO-160 Section 22 will be adopted
by Mil Std 461 in 2011.

Figure 12 — I njection Transformer

For Waveforms 1, 5A and 5B References

_ _ 1. RTCA/DO-160F Environmental Conditions and Test

As defined in the tables above: Procedures for Airborne Equipment
2. SAE ARP5412-RevA-2005 Aircraft Lightning Environment

a. A, C,E, GandJarefor aperture coupling and Related
b. B,D, F, H, and K are for resistance coupling Thermo Scientific is represented in the UK by AR, who can
¢. AandB specify Pin Injection '?’ZI-CTECtgd 1882:3 282766, Email: sales@uk k isit
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The Affects of the New ESD Sandard on ESD Simulators

By Bruno Straumann, Senior Development Engineer, Haefely Test AG

Introduction

The new | EC 61000-4-2 Edition 2 standard which replaces|EC
61000-4-2 Edition 1 1995 wasinitially announced in December
2008.

Based on the revised |IEC standard, the identical European
standard EN 61000-4-2:2009 was also released.

Thenew EN standard can already be applied for ESD immunity
testing, and testing according to the new standard will be
mandatory starting 1% of March 2012.

The following article focuses on the effects the new standard
has on ESD simulators and the corresponding calibration
procedures of such generators.

Mideading first impressions
While comparing the previous and new standard ESD simul ator
specifications, one may easily get the wrong impression.

The tolerance levels (table 1) along with the rise time (tr) and
current peak values (Ip), areclearly higher in the new standard.

Onewould assumethat the ESD simulator requirementswould
now be reduced with the new standard, something which is not
actually true.

On one hand, the enhanced lower tolerance limit of the rise
time only takes into account the lower measurement values,
which results from the increased measurement bandwidth.
On the other hand, the new standard requires that per
measurement level, 5 impulses are recorded at a time and
individually evaluated.

Every single measurement (i.e. tr, Ip, 130, 160) of each impulse
must meet the required tolerance levels.

It is now not permitted to use average values from several
impulses, although the previous standard permitted using
averaged measured values, a procedure which is often used.

61000-4-2 61000-4-2

Edition 1 Edition 2
Rise time tr [0,7ns-1,0ns 0,6ns — 1,0ns
Peak value Ip [£10% +15%
Current at 30ns 130 |+30% +30%
Current at 60ns 160 |+30% +30%

Table 1: Permitted ESD impulse tolerance levels according to
previous and new standard.
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Correct measurement becomes more difficult
Previously, if random measurement errors (in terms of
measurement uncertainty) occurred, it wasvery likely that they
would not appear in the final measurement results. The reason
for thisis because random measurement errors were averaged.
With the new standard, random measurement errors are no
longer averaged, and thus random errors will now clearly be
shown in the final measurement results.

An important source of random measuring errors could be an
insufficiently shielded measuring system.

In other words, the reason why the measured ESD impul se does
not meet the standard specification could be due to the
measurement system itself, and not the actual ESD simulator.

Picture 1 shows the possible effects of a badly shielded
measurement system.

i
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Picture 1: non-conforming measurement (above) and correct
measurement (below). Insufficient shielding can lead to
measurement errors of £20% magnitude or more.

Higher measurement bandwidth and defined

test setup
To calibrate an ESD simulator according to the new standard,
the following equipment is necessary:

- Digital Oscilloscope, analogue Bandwidth >2GHz /
Sampling rate >10GS/s

- Measurement target, Bandwidth 4GHz / Impedance <2,1
Ohm

- Attenuator, 20dB typically

- Reference ground plane, dimensions >1,2m x 1,2m

- Suitable shielded housing for the measurement system

It isimportant to note that the new measurement target no longer
has the 50 Ohm series resistor. Therefore, there is no halving
of the measurement voltage.



While the amplitudes of ESD impulses remain constant, the
measured voltage at the oscilloscope is doubled.

The shielded housing has to damp interference frequencies of
up to GHz levels.

To go without saying, all wiring leading into the shielded
housing must be filtered accordingly.

A possible data transfer should be done via fibre optics. The
position of the grounding connections on the ground reference
plane is now exactly defined, i.e. 0.5m vertically below the
measuring target.

The position of the ESD simulator earth cable is now aso
defined. This is very important and should not be ignored
because it influences the measurement values of 130 and |60.

Consequences for ESD Simulators
Experience showsthat there are significant differences between
various ESD models. Because the new standard demands more
from ESD simulators, itisclear that some ESD simulators will
no longer be compliant to the new standard.

Testing with such non-compliant ESD simulators can lead to
over-testing or under-testing of EUTS. In praxis this is not a
desirable result.

A decision on whether an existing ESD simulator meets the
new requirements can only be made following calibration to
the latest edition of the IEC standard. When purchasing a new
ESD simulator, one should ensure that the new simulator meets
the exact requirements.

Picture 2: Modern ESD-Smulator built to meet exact requirements
of the latest standard.

Verification and calibration.

In the previous standard, the term verification and calibration
was used incorrectly, while the revised standard now correctly
differentiates verification from calibration.

Calibration isthe exact measuring technique of the measurement
values, and verification meansverification of the ESD simulator.

The verification is carried out before the actual testing takes
place, whereas calibration period of the ESD simulator needs
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to be determined by the user, and istypically every 1-2 years.

The new standard suggests that to determine whether the
simulator isfunctioning correctly, thelength of the spark should
be checked during an air discharge.

However, this is an insufficient method as the length of the
spark depends on the geometry of the discharging electrodes,
the polarity, and the environmental conditions. Furthermore, a
defective discharge relay will not be detected.

This is the reason modern ESD simulators include self test
routines, which within seconds can diagnose potential defects.

It can generally be said that the new IEC/EN 61000-4-2 Edition
2 standard demands more from ESD simulatorsaswell asfrom
the measuring equipment used for calibrating the ESD simulator
itself.

If the ESD simulator meetsthe standard can only be determined
through proper calibration.

Bruno Straumann, Senior Development Engineer, Haefely
Test AG, Lehenmattstrasse 353, 4052 Basel, Switzerland.
Tel: +41 61 373 45 28, Fax: +41 61 373 45 99,

e-mail: straumann.bruno@haefely.com
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8 Crosstalk and “internal EMC” issues
inside a product

For EMC compliance we are only concerned with the EM
interactions between an item of equipment and its external EM
environment.

But EM interactions also occur between devices, components,
traces and wiresinside aproduct or item of equipment, and we
care about these because they affect the number of design
iterationsand time-to-market. We al so care about them because
they can easily affect reliability and hence warranty costs, and
customer perceptions hence future sales.

Banana Skins [9] includes many examples of companies that
lost alot of money, maybe even their whole company, because
of poor EMC engineering. These examples can help engineers
encourage their managers to take the subject serioudly.

We might call this issue “Internal EMC”. EMC consultants
worldwide have been trying for decadesto get designersto use
good EMC engineering from the start of any project, to save
money and time overall and reducefinancial risk, and they have
usually had avery poor response — causing them to stop trying.



WEell, | have been banging this particular drum for 20 years Now | must get back on course again and discuss the physics
now, and still haven’t given up [26]. Maybe Figures43,44and  of EMC. The material in this little series of articles applies
45 will add to [26] and help get the message across. Like all  equally well whether theissueis“external” or “internal” EMC.
businesses today, all that mattersis money [27] and so —as an

engineer —to get anywherein discussionswith your managers  Internal EM interactions are traditionally called crosstalk and
you haveto bring it downto termsthey canunderstand—money, analysed in terms of stray capacitance and stray mutual
time, and probability. Strangely enough, itisjust asif youwere inductance, i.e. aLumped Analysis approach (see Section 3 of
discussing the odds of various gambling methods. Part 1 [8]). But this only works when the victim isin the near-

field of the E of H-field emissions from the noise source.
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Figure 46 Aspects of Internal and External EMC
Figure 44 Example Project Activity Diagram when using good

EMC design practices 9  Typesof EM phenomena and how they
can interfere
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“surges’ (which term in the USA means what the IEC calls
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voltage fluctuations, so be careful) or more colloquially
“spikes’, sometimes just “transients”.

These are generally caused by nearby thunderstorms, even by
cloud-to-cloud lightning when there are no thunderstorms, by
reactive load switching (e.g. electrical motors, relay and
contactor coils, solenoids, capacitors, long power cables
(especialy HV transmission lines) etc.), fault clearance (e.g.
fuses, circuit-breakers, etc.).

Surges can be directly injected into conductors (e.g. when de-
energising a relay coil or solenoid) or coupled into them by
one or more of the four coupling effects described in section 5
of Part 2[17]. Figure 47 shows a surge waveform induced into
awire that is bundled together with a pair of wires that were
powering arelay coil, when that coil was switched off.

mv—-_-muma-—--t-ch

Long period of ringing, caused
by resonances in the cables, etc.

Initial contact |
sparking

Figure 47 Example of induced surge from wires powering a
relay coil

There is an infinite variety of surge waveshapes, al having
different effects on electronic circuits, but 1EC test standards
only use three: Unidirectional; Oscillatory Wave, and Ring
Wave, all sketched in Figure 48.

= Unidirectional surge, according to IEC 61000-4-5

KV Open-circuit load kA
| voltage waveform

. 50%

1.2ps

50ps

There is also a sp og s cables,
with a 10ps risetime and T0Ous falltime (to 50%} nn current “waveform specified

KV, KA, ps - msec

= Oscillatory Wave

rding to IEC 61000-4-12
bt KV, KA, ns - msec

— N
e VAVAYA

Figure48 ThelEC'sthreekinds of test surges

= RingWave
according to IEC 61000-4-18

All power supply systemsare plagued with transients, and some
of them are related to the type of equipment that generates the
power or is powered fromit. So there are special test standards
(e.g. 1SO 7637, for motor vehicles) that specify afew types of
transientsthat are different from the |[EC ones, to try to simulate
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theinfinitevariety of transientsthat they can experience. Older
motor vehicles used to suffer surges of up to £200V (maybe
more) on their 12V dc battery supply systems, but modern
vehicles have lower levels due to the large numbers of surge
protection devices fitted to help protect al their electronics.

Surges occurring in AC power distributions that are not
protected by surge arrestors correctly-installed as part of a
lightning protection system (see Section 5.13in[29]) are only
limited in voltage by insulation breakdown, usually spark-over
in the rear terminals of power sockets. Single-phase socketsin
amost all countries worldwide tend to spark-over at around
+6kV (can be more) but three-phase power networkswith only
larger three-phase sockets and no single-phase sockets might
spark-over at £12kV or more.

Of course, most product standards only test with mains surges
to +2kV, because of the*economic/technical compromises’ that
were “agreed upon” by their standards committees.

9.1.2 Electrical fast transient bursts

These arefast random transients occurring in burstslasting from
a few microseconds to several seconds, caused by sparking.
Sparks emit noise across the entire electromagnetic spectrum,
from almost DC to beyond the visible range, and we can see
this broad bandwidth if we measure very close to them with a
broadband close-field probe. See Figure 49.

kV, ns risetimes, msec durations

LR

Transient bursts of noise from switching low-
power AC mains typically last up to 10ms
But when switching high-power AC and DC they
can last> 1 second

Figure 49 Fast transient bursts from sparking

However, at some distance from the spark, what we tend to see
is the accidental antenna behaviour of the cables carrying the
current that has been interrupted to cause the inductive flyback
that caused the spark, energised by the random noise of the fast
transient burst, upon which is superimposed the accidental
antenna behaviour of the conductor picking up the noise.

Figure 50 shows an example of a fast transient burst from an
unknown sparking event measured with a GHz broadband
antennaand 1.5GHz 8Gsa oscilloscopein alarger server room,
taken from [30].
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Figure 50 Example of afast transient burst from an unknown
sparking event

Any/all sparks caused by switching electrical power cause such
fast transient burst noise, but the power does not have to be
very high. | once had a mains indicator light that consumed
15mA from 230V, enough to cause the on/off switch to cause
the product to fail the CISPR 14-1 (EN 55014-1) limit for
discontinuous emissions.

The pantographs and sliding shoe contacts used in electrical
traction vehicleswith remote power supplies (e.g. trains, trams,
etc.) will spark from time-to-time, causing electrical fast
transient bursts. They are usually worse in bad weather,
especialy when thereisicing.

Recently | saw avideo of aFrench TGV travelling at 300mph
or some such incredible speed (it was an experiment, with no
paying passengers). Apart from the spectacle of all those
hundreds of tons travelling at that speed on land, | was
particularly struck by the fact that its pantographs were
continually spraying huge sparksasit rocketed past. | remember
thinking that if they planned to run this as a regular service,
they would probably need to improvetheir techniquefor picking
up power from overhead cables.

Poor connections in power conductors can cause continuous
low-level sparking, which may be audible nearby as a dlight
fizzing noise. This causes continuous electrical fast transients,
which have been known to interfere with satellite
communications at GHz over a very large area (see Banana
Skin No. 5[9]).

9.1.3 Very fast transients

These tend to be single events, often caused by electrostatic
discharge from people. But they can also be caused by
tribocharging effectsduring material s processing (abig problem
in photocopiers and printers) or when insulating materials that
are part of some machine are rubbed (e.g. the plastic bearings
of amotor; rubber drive or conveyor belts; plastic pulleys, etc.).

Figure 51 shows the noise emitted by allowing a charged up
coin to touch another coin. Notice that the ringing caused by
the event lasts very much longer, caused by the resonances/
reverberation of the metal cabinets in the server room where
this event was measured [30].

Doug Smith, the author of [30] and very much else that truly
excellent on EMC and ESD, jingles a plastic bag of coins to
create a low-cost near-field broadband GHz noise source. He
keeps the cost low by only using low-denomination coins, but
you can use gold Sovereigns or Krugerrands if you prefer.

From: “The EMI/ESD Environment of Large Server Installations™
Doug Smith, Mark Hogsett, EOS/ESD Symposium 2001-385,
www.esda.org
A GHz broadband antenna connected to an Agilent Infinium 548454
1.5GHz, 8Gsa digital oscilloscope measured the field emitted by the ESD
event when one coin charged to a low voltage touched another coin
The actual
discharge
lasts about
200ps

Long period of ringing,
approximately 10ns,
caused by the resonances of
nearby metal structures

o’ 200 =/ JG 160ne ]

Figure51 Example of very fast transient from a small metal
discharge

Notice that the rise-time of the ESD event in Figure 51 is
measured at 200ps — but it is almost certainly shorter than this
because of the rise-time of the measuring system (the theoretical
rise-time of 1.5GHz oscilloscope is 212ps). Normal ESD test
equipment (e.g. to IEC 61000-4-2) have rise-times no faster
than 700ps, but it is clear that real-life rise-times can be much
less than this.

This is important, because the latest ICs, using sub-130nm
silicon processes, can switch in 100ps or so (e.g. PCl Express
drivers) and so can respond to ESD events with similar (or
longer) risetimes, and at 45nm or less can be upset or even
permanently damaged by voltages of less than 100V [31].

ESD events that discharge directly into conductors can have
voltages of up to £35kV (in very dry climates). | remember
speaking to one poor designer who was having a problem with
ESD punching through a 0.5mm polycarbonate layer on his
membrane keyboards, which means it must have been at |east
+20kV. And Banana Skin No. 418[9] describesapopular choice
of footwear causing £25kV in a hospital and interfering with
medical equipment.

However, £8kV is more typical when the relative humidity of
the air is more than 25%, with a statistical distribution that
favourssmaller voltages. Peak ESD currentscan be 10sof Amps.

People generally do not notice personnel ESD events (usually
from their fingers) when they are less than about £3.5kV, but
larger voltagesusually elicit aninvoluntary muscular response,
larger still often causing involuntary vocalisation with possibly
embarrassing consequences. This means that we can all be
walking around zapping electronic products and equipment,
and charging up portable electronics, with up to 3.5kV without
even being aware of it.

Computer keyboards are all made of plastic, and ESD tests

directly applied to them usually fail to achieve a discharge at
up to £8kV. However, the PCB traces connected to the
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keyboard's|C have been measured as experiencing £100V very
fast transients, due to the traces coupling with the E and H
fieldsfrom“indirect” dischargesduring |EC 61000-4-2 testing
to nearby vertical or horizontal metal sheets. This shows us
that nearby ESD eventsthat are not direct discharges, can till
couplenoiseinto circuitsthat can cause upsets and even damage.

9.1.4 Continuous low frequency voltage and current
noises

In EMC parlance, the term “Low Frequency” usually means
everything lessthan 150kHz, but | have worked with microwave
engineers who called everything less than 5SMHz “DC".

All AC mains power supplies now have distorted waveforms
and carry harmonic and interharmonic currents. Interharmonic
currents are low frequencies that are not related to the mains
frequency, and are mostly caused by variable-speed AC motor
drives.

These voltages and currents couple into other conductors via
the common-impedance of the protective bonding structure
(often called the “safety earth”), E and H fields.

Figure 52 shows a noise current waveform | found caused by
thelighting schemein aroad tunnel under amagjor river. Thisis
dominated by the harmonics of the megawatts of fluorescent
and discharge lighting equipment being used. Interestingly,
although al of the lamps met their harmonic emissions limits
in IEC/EC 61000-3-2, the aggregation of their harmonic
currents caused overheating in the lighting control switchgear
(the reason | was there at all).

Thisisone reason for why we should never assume that all we
haveto dofor an easy lifeisto buy productsthat are CE marked,
even if we take the trouble to check the manufacturers
compliance documentation and ensure that his productsactually
do comply with what we might assume from their CE marking
(quite alot of products do not [32]).

Example of LF noise: a few volts of 50Hz
plus a volt or so of harmonics (mostly 5'™)

uv -V, kHz - GHz

Examples of RF noises: 80% amplitude modulation typical of traditional
radio broadcasting, and one of the many new types of digital modulation

Figure 52 Example of low-frequency and RF noises
Where power isused at other frequencies (e.g. high-power audio
in entertainment venues) continuous low-frequency noise will
also arise in nearby conductors, at those frequencies.

When thereis aninsulation failure between a mains conductor
and the protective bonding, or during the “follow-on” period
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of conduction following the discharge in a gas-discharge-tube
surge protection devicethat is connected between an AC supply
and the protective bonding, the level of mains-frequency noise
induced into conductors can be as high as the mains voltage
itself (e.g. up to 240V rms), and last until the fault is cleared
(could be several seconds).

If theinsulation fault occursin ahigh-voltage mainsdistribution,
the low-frequency noise level can reach kV for afew seconds.
[33] provides some more information on the causes of low-
frequency noises in conductors, and their effects.

Trams and light rail systems are becoming quite popular in
some cities, and it is unfortunate that they insist on using
electrical technology that would have been familiar in the late
1800s — | mean electrical power delivered by rails or cables,
with sliding connections to the vehicle. Since traction currents
for one vehicle can easily reach 1000A, the H fields produced
can be very large, and because the send and return conductors
are so far apart, they can spread widely.

This is particularly a problem in the case of overhead power
cableswith arail return. The send/return spacing isvery large,
and the H field sprays out sideways — straight into buildings
alongsidetheroute. Any equipment sensitive to low-frequency
magnetic fields, such as cathode ray tube (CRT) displays, had
better be fitted with hi-permeability metal or “active” H-field
screening or be located at least 40m away from the line of the
track. More sensitive scientific and medical equipment, like
electron microscopes, had better be fitted with appropriate H-
field screening (not cheap!) or located at least 200m away.

Since the current return rails for electrified traction systems
are usually connected to earthing electrodes in the soil, heavy
currents can flow through the ground and interact with other
metal structures nearby — usually structures associated with
buildings, increasing corrosion and adding to the low-frequency
common-impedance noisesin their protective bonding and other
“earthed” metal structures.

9.1.5 Continuous radio frequency (RF) voltage and
current noises

Aswasdiscussed earlier in Parts1[8] and 2[17], all conductors
(or slots in metal sheets) act as accidental antennas for E, H
and EM waves (and their associated fields). So they pick up all
theradio and TV broadcasts, mobile phone transmissions, etc.,
that are present in their environment — many frequencies and
types of modulation — all at once.

Any conductor can be connected to aradio receiver and used
as an antenna, although it might not be much good over certain
frequency ranges. Wire coathangers make good antennas for
FM broadcasts (around 100MHz) and it used to be quite
common to seethem used as car antennas when the old antenna
had broken off. (In fact, | was surprised to find that the FM
antenna mounted in the loft space of the house | moved into
recently, and which works quite well, was a wire coathanger.)
To help save paper and hence the planet, Figure 52 includes
some examples of RF noisesin conductors.



9.2 EM phenomena associated with the mains power
supply (Power Quality)

9.2.1 Waveform distortion

Harmonic distortion is caused by the harmonic currents drawn
by non-linear loads, such asfluorescent and dischargelighting,
and especially (these days) AC-DC rectifiers. Interharmonic
distortioniscaused by mainscurrentsthat are not related to the
mains frequency, and are mostly caused by frequency-changing
power converters (e.g. for variable speed AC motor drives).
Total harmonic distortion (THD) can be up to 10%, with 8%
considered the limit beyond which electronic products and
equipment not specifically designed for highly-distorted mains
might malfunction.

It is becoming increasingly common to see THD of up to 30%
for ships and offshore installations, because of the recent large
increasein useof “thrusters’ (variable-speed AC motorsdriving
propellers) and even electrical propulsion. Thisis made worse
than similar loadswould cause onland, because marine vessels
generate their own electricity, and since the source impedance
of a generator is about three times higher than that of a HV-
grid supplied distribution transformer of the same VA rating, a
given non-linear load causes three times the distortion.

Figure 53 shows some exampl es of distorted mainswaveforms
form my own files. The top left hand oneisfrom an industrial
lighting installation, and the voltage waveform shows the sort
of “flat topping” that is characteristic of supply networks that
are heavily loaded by AC-DC rectifiers.

These sorts of voltage and current waveformsare not untypical
of light industrial, commercial and domestic premises. Of
course, the currents tend to be lower than the 108A shown in
Figure 53 but the mains source impedances tend to be
correspondingly higher, so the waveform distortion often stays
much the same.

The top right hand waveform was provided by Dr Nick
Maroudas, from an oscilloscope measuring the mains in his
house in Israel in 2000, see Banana Skin No. 104 [9].

The bottom right waveform isfrom agenerated supply feeding
a IMW AC motor drive switching at about 1.7kHz. The
measuring equipment had a bandwidth of only 5kHz (typical
of power quality instrumentation) and if it had a wider
bandwidth the depth of the notches in the waveforms would
have been much deeper than their already very excessive
magnitude.

A domestic house, Israel, 2000

A typical industrial
lighting installation

Upper trace: Voltage

Lowertrace: current

200
T
4oz 4.

Generator-supplied (off-grid) AC mains with very
high distortion caused by a 1MW motor drive

Figure 53 Examples of AC mains distortions
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Harmonic and interharmonic currents, and the voltage
waveform distortionsthey cause, arejust an EMI problem. They
can cause overheating with very costly, if not dangerous
consequences. [34] and [35] provide more information on
harmonic and interharmonic currents, waveform distortion, and
their effects.

Of course, waveform distortion is a problem only for AC
supplies, whether 50Hz, 60Hz or 400Hz (aircraft). There are
many other power quality problems that afflict both AC and
DC supplies(e.g. the 48V supplies used in telecommunications
rooms, and by blade servers [36].)

9.2.2 Fluctuationsin the supply voltage

Rapid fluctuations in supply voltage are caused by rapid load
fluctuations (assuming there is not some instability in the
network voltage control system). Upto £10% ispossible; higher
levels usually indicating a serious problem with the supply
impedance.

Voltagedipsand flicker from power distribution network control
and fault-clearance can be of any depth and any duration, with
a statistical distribution in favour of smaller depths and
durations.

Dropouts and interruptions are also caused by power
distribution network protection and fault-clearance, and of
course interruptions can last for weeks (especialy in the case
of anatural disaster).

Figure 54 shows somerather clean versions of thesethree power
quality issues. Inreal life, they are unlikely to look as simple.
For example, when an insulation fault causes afuse to blow or
acircuit breaker to open, therewill generally beadip or dropout
at first, combined with a significant increase in mains-related
noise in the protective bonding structure (also appearing on
earthed neutrals), plus a locally intense increase in H-field
emissions due to the very high levels of current in the fault.
There may also be some continuous broadband RF noiseif the
fault includes some sparking.

Then when the faulty circuit is eventually disconnected by the
overcurrent protection device, there will be a larger burst of
RF noise (an electrical fast transient burst) due to the sparking
as the large amplitude of the fault current is interrupted. This
will be followed by a surge of up to double the nominal mains
voltage, caused by theflyback of the energy stored inthe mains
network’s wiring during the gross overcurrents that occurred
during the fault.

Of course, when tested in alab, for all products except critical

telecommunication infrastructure (and maybe not even then),
they test with just one type of EMI at atime.
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Figure54  Examples of some more power quality issues

Figure 55 sketches some more power quality issues:

e Slow variations (called sags and swells in |EC-speak,
surges and brownoutsin the USA) caused by long-term
load variations.

e Three-phasevoltage unbalance, in voltage and/or phase,
caused by unbalanced loads or insulation failures in
three-phase systems.

e Frequency variations caused by significant load
fluctuations on generators. For national-grid-supplied
power, frequency variations usually do not exceed
+0.5% (except for afew seconds before |oad-shedding
to protect the grid causes awhole area to lose power).

Vrms

+X%

Slow variations (sags and swells) Nominal

Y%

Seconds

Three-phase voltage/phase unbalance

Frequency variations

Figure 55 More examples of power quality issues

Don't forget that because AC and DC power distribution uses
cables, all of the EMI issues discussed in 9.1 apply —oftento a
larger extent because many of the electrical noise sources are
directly connected, rather than induced, and because mains
cables can be very long indeed and so pick up higher levels of
lower-frequency noises.

And when running from a generator, for example a hospital
running on its emergency mains supply, most/all power quality
issues are made much worse.

[37] provides more information on a wide range of power
quality issues, including how to deal with them.
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9.3 High Power Electromagnetic threats (HPEM)
The topic of HPEM includes:

e Lightning

e Powerful radio and radar transmitters creating High
Intensity Radiated Fields (HIRF), for exampleat airports
and harbours.

e Nuclear electromagnetic pulse, which comesin various
“flavours’: EMP, NEMP and HEMP

e Intentional EMI (IEMI) — using a variety of powerful
EM devices often originally intended for military use,
some of which can be purchased for private use, or
constructed by areasonably competent engineer, making
IEMI areal possibility for some applications.

Figure 56 shows some examples of HPEM, and is taken from
IEC 61000-1-5. Figure 57 shows an example of an IEMI
weapon in a suitcase.

FromIEC TR 61000-1-5
“High power electromagnetic (HPEM) effects on civil systems”
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Figure 56 Examples of HPEM threats
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Figure 57 Examples of an IEM| weapon

A number of |IEC standards have recently been written,
describing various HPEM threats, and how to harden systems
against them, in the 61000-5 series [38].



9.4 Mechanically or climatically induced EMI

This issue concerns electrical connections, and electrical
insulation. Poor-quality connections can have avariable contact
resistance, and even makeintermittent connections. The quality
of their contact resistance and whether they are intermittent
(temporarily open-circuit) isfrequently affected by mechanical
vibration, and temperature changes (because of coefficients of
thermal expansion).

So we can get modulations in supplied voltages and signals,
caused by mechanical shocks, vibration, and temperature.
Sometimes they can mimic real signals, for example when a
engine vibration causes a poor connection in the cable from a
vehicle's speed sensor to produce noise that can be mistaken
for avalid speed signal [39].

Poor quality electrical insulation can cause corona discharge
(broadband RF noise), maybe even spark-over occasionally
(causing electrical fast transient bursts) dueto shock, vibration,
or climatic effects such as condensation or conductive dust.

And al these problems get worse with ageing and corrosion
(whether fretting, oxidative and galvanic).

9.5 High voltage power distribution using overhead
cables

The high voltages in the conductors cause local corona
discharges in the air — continuous broadband noise at the
frequency of the mains supply, plus al of its harmonics up to
100s of GHz. In the case of HVDC, it isjust random noise all
the way from DC to 100s of GHz.

9.6 EMI Victims: Analogue circuits

The effects of EMI on analogue circuits include noise and/or
distortion and/or zero-shift errors of up to xfull-scale. This
causes problems particularly for measurement and control of
physiological parameters; chemical reactions; temperature;
pressure; weight; mass; flow; velocity; movement; level; etc.,
which often use anal ogue sensorsthat need signal conditioning,
amplification, and analogue-digital conversion.

Analogue semiconductors are easily destroyed by overvoltages
and overcurrents, although they are generally not asvulnerable
to this problem as digital devices, because they usualy larger
silicon processes that have thicker insulation layers.

However, there are some anal ogue devices that use very small
features indeed, whether in silicon (e.g. RF power devices) or
other materials (e.g. giant magneto-restriction (GMR) devices
used for reading datain computer hard drives) —these could be
permanently damaged by just afew volts above their nominal
supply rating.

9.7 EMI Victims: Digital circuits (including software)
A well-designed digital circuit hasasignificant noise margin —
a voltage gap between the peaks of its self-generated circuit
noise (e.g. due to ground/power bounce) and the thresholds at
which its devices each decide whether they are being supplied
with asignal that is either 1 or O.

External noise (which could be from other parts of the same
product, or from the ambient EM environment) “fitsinto” this

threshold, so that normal levels of EMI do not cause a device
to mistakea 1 for a0, or vice-versa

So, in awell-designed digital circuit, functional performance
errors tend only to occur when the EMI’s magnitude passes a
threshold, but then avariety of malfunctions can occur — often
quite unpredictable. Sometimes, when testing digital circuits
with various EMI threats, we see the following escalation in
functiona errors:

e False key-presses, errors in communications, data and
control, which could be quite dangerous, for example
changing operational mode (e.g. from crawl speed to
full speed). These errors are caused by the accidental
antenna behaviour of the long cables or PCB traces
usually associated with manual controls, keyboards, and
datacommunications.

e Asthelevel of the EMI isincreased, smaller cablesand
PCB traces start to pick up enough noise to cause all
sorts of incorrect software operation, not just limited to
controls and datacomm’s, for example continually
repeating an inappropriate activity (stuck endlessly
repeating a section of the program) and of course also
being able to change the operational mode.

e At higher levels of EMI still, stopped operation (often
called a“freeze” or “crash™) will occur. Thisis usually
detected by a “watchdog” circuit that reboots the
software process after some time has passed, resuming
normal operation (or some default state). But while the
processor is rebooting, its control outputs will assume
random combinations of states, which can possibly
include those with undesirable or unsafe results for
whatever is being controlled.

e Athigherlevelsdtill, digital devicescan be permanently
damaged. Modern processors and memory |Csare very
easily destroyed by overvoltages, maybe by as little as
10V, because of the very small silicon processes they
are made on, e.g. 60nm or less. At these levels, the
insulation layers are films of silicon nitride whose
thicknessis measured asa(small) number of atoms, and
incapable of handling more than afew volts.

Inthepast, ICswere protected by ESD diodes connected
to their I/O and power pads, but with these smaller
silicon processes and the huge number of I/Os they
support, there simply isn’'t theroom for such high levels
of protection, so as well as the chips being much more
susceptibleto overvoltages, they arelesswell protected.

9.8 EMI Victims: Power switching semiconductors

Theseinclude IGBTS, SCRs and PowerFETs. They can all be
permanently damaged by overvoltages, surges, ESD and
overcurrents. Being large devices intended for high voltages
and frequencies of up to only afew 10s of kHz, they generally
have large internal capacitances, lots of insulation and heavy-
duty conductors, so arenot easily damaged by most typesof EMI.

In most high-power switching applications, very high levels of
“internal EMI” are created anyway, and if the deviceswere not
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very immune they would not survive. Even so, care must be
taken with their design if they are to be reliable and not blow
themselves up, and some types of power switching devicesuse
optical fibres instead of conductors to control their gates, to
make them more immune to noise.

However, al power switching devices are driven by lower-
power circuits, in turn controlled by microprocessorsor similar
low-power |Cs, which can be fairly easily interfered with or
damaged. If the control terminals of the high-power switching
devices are triggered at the wrong time, cross-conduction can
occur, shorting the power supply out through the devices and
causing malfunctions, and/or actuation of protective devices,
and/or actual damage.

When high-power devices cross-conduct, they can explodelike
hand-grenades, with similar energies and shrapnel.

9.9 EMI Victims: latchup can affect all semiconductors

Latchup isan extremely important factor in determining product
reliability, and affectsNMOS, CMOS, Bipolar and all variations
and combinations of these technol ogies, whether they are used
for analogue or digital processing [40]. A negative or positive
voltage transient on any input or output pin of an IC, that
exceedseither supply rail voltage by more than onediode drop,
isacommon cause of latchup.

Latchup can also be caused by high temperatures, and by
ionizing radiation, and the presence of either increases the
susceptibility of latchup to voltage transients.

During latchup, parasitic SCR-like structuresin the IC turn on
and short-out the power rails. If the power current isnot limited
by external components, the IC will overheat and could be
permanently damaged.

Where overheating is prevented by the external power supply
circuit (asit may need to be, for safety reasons, to prevent fire)
and the IC is not damaged, it can only be restored to normal
operation by removing the power, waiting a few seconds for
the device to cool, then reapplying the power — when the IC
will work normally again.

Clearly, al typesof EMI transients can cause latch-up, but they
areal so often caused by non-EM | effects such as hot-plugging,
or switching products on or off when they contain multiple
voltage rails, when those activities can cause a voltage that is
more than one diode drop above or below the instantaneous
values of an IC’s power railsto be applied to one or more of its
input or output pins.

9.10 EMI Victims: Electromechanical devices

Many designers seem to assumethat electromechanical devices
aretotally immuneto al EM threats, but dips and dropoutsin
their electrical power supply can cause relays, contactors and
solenoids to drop out. What it will take to make them drop out
is hard to predict because susceptibility varies individualy,
depending on their make and model, age, and temperature.

Few, if any, “relay logic” designers ever test for susceptibility

to power quality issues, which is surprising when the main use
of electromechanical devices these days is in “hard-wired”
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safety systems, possibly protecting thelives of dozens of people.
The US Nuclear Inspectorate discovered, many years ago, that
therelaysused in safety systemsin nuclear power plants, would
drop out with mains dips that were rather common when
compared with the reliability required of the safety systems.
So they made the plant operators fit “coil hold-up” devicesto
the supply to each relay. These would keep the relay operating
as usual even when the mains had dropped to less than 50%,
indefinitely, and would hold-up through most dips and dropouts
to lower voltages. (Since generating plants create electrical
power all the time, atotal loss of power, such asthe rest of us
might expect and have to protect against, is not a problem.)
There are at least two common relay logic practices that can
cause particular problems when power quality issues cause
relays, contactors or solenoids (e.g. in safety door interlocks)
to become de-energised.

Oneiswhen relays or contactors are “held-in” by anormally-
open contact. They are usually energised by a momentary
contact, such as a push-button, and then hold-in by power
applied through the normally-open contact, which isnow closed.
If the relay or contactor drops out through its supply falling
momentarily below itshold-inlevel, it will not recover to normal
operation when the dip, dropout or voltage fluctuation, which
might only have lasted afew milliseconds, has passed.

Theother iswhen therelays, contactors or solenoids are pulled-
in at full voltage, but then kept energised by a reduced “hold-
in” voltage, to save power. Depending on the way in which
their reduced voltage is supplied, they may drop out during a
dip, dropout or voltage fluctuation —and not pull back in again
when power is back to nominal.

Other EMI problems with electromechanical devices include:

e High levels of shock and vibration can make €electrical
switch contacts “chatter”, causing sparking that
generates broadband RF noise (see 9.1.2) that can
interfere with electronic devices. Thisis an example of
mechanically-induced EMI.

e Overvoltagesdueto surgesand fast transients can make
open contacts spark-over, which is the same as closing
them momentarily — applying power more-or-less at
random to circuits which should be off, causing who
knowswhat kind of functional errorsor safety problems.

e And surge currents can weld closed contacts together,
so that they won’t open when they are supposed to.

This is a problem for most types of switches, relays and
contactors, because they can change their mechanical statefrom
ON to OFF without their electrical state changing at all (or
only partly changing). Once again, power may be supplied to
circuits that are meant to be off.

Also, despite instructions to isolate at the mains supply before
removing any covers, most operatorsand maintenance engineers
would assume that a circuit was safe because they can see that
the switches, relays or contactors that supply power toitarein
the OFF position, not realising that some or all of its electrical
contacts might still be ON. Clearly an electric shock hazard.



Switches, relays and contactors are available with “ positively-
guided” or “forced” contacts, that cannot change state
mechanically unless they also change state electrically, but
choiceis very limited and they are larger and more costly. An
alternative might be to use devices fitted with low-current
contacts that provide feedback of actual contact position.

One of the problems with electromechanical components, is
that their manufacturers often try to improve or add to their
functionality by adding electronics to them.

For example, | saw an advertisement someyearsago for amotor
control contactor (MCC) that said this new model had an
“electronic brain” (i.e. a cheap microprocessor) that provided
an extra dozen motor protective functions to the few normally
provided by the bi-metal strips, coils and magnets used by
traditional MCCs.

What the advertiser should have added, was a bold warning
that you should not use their new “brainy” MCCs near to any
high-power switching converters; on very noisy supplies; within
5 metres of any walkie-talkie or 3 metres of any cellphone- if
you wanted your motor to remain protected, and not to stop
working at random times. Of course, these are al placeswhere
thetraditional design of MCC would have been perfectly happy,
and in fact were often installed.

So it isagood ideato ask about the electronic content of any
electromechanical device, and if it contains even one rectifier,
transistor, or IC, treat it as an electronic device and not as an
el ectromechanical one.

9.11 EMI problemsareworsening all thetime
This is happening because:

e Traditional electrical, electromechanical, pneumatic,
hydraulic and mechanical technologies are continually
adding (or being replaced by) electronic technologies.

Electronic technologies are emitting more noise (e.g.
wireless communications, switch-mode power
conversion, digital processing, etc.) whilst also
becoming more susceptible to EMI due to the use of
ever-smaller silicon processes

The complexity of both hardware and software is
continually increasing, making it harder to understand
and perform risk analysis upon.

It surely can’'t be long before the first question asked of any
candidate for an electronic design or design management
position (hardware, software, PCB, cabling, enclosure design,
etc.) is“What do you know about EMI and EMC?" It simply
won't be worth the financial risk of employing anyone who
does not understand how to apply good EMC engineering in
everything they do.
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